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Line | Between Line impedance Half Line Charging

No Buses R per unit X per unit Susceptance per unit
1 1-2 0.01938 0.05917 0.02640
2 2-3 0.04699 0.19797 0.02190
3 2-4 0.05811 0.17632 0.01870
4 1-5 0.05403 0.22304 0.02460
5 2-5 0.05695 0.17388 0.01700
6 3-4 0.06701 0.17103 0.01730
7 4-5 0.01335 0.04211 0.0064
8 5-6 0.0 0.25202 0.0

9 4-7 0.0 0.20912 0.0

10 7-8 0.0 0.17615 0.0

11 4-9 0.0 0.55618 0.0

12 7-9 0.0 0.11001 0.0

13 9-10 0.03181 0.08450 0.0

14 6-11 0.09498 0.19890 0.0

15 6-12 0.12291 0.25581 0.0

16 6-13 0.06615 0.13027 0.0

17 9-14 0.12711 0.27038 0.0

18 10-11 0.8205 0.19207 0.0

19 12-13 0.22092 0.19988 0.0

20 13-14 0.17093 0.34802 0.0
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Starting bus voltage Generation Load
l?!u.x.ge
num r
Magnitude E:;llsee MW MWVAr MW MVAr
p.u. deg
* 1-06 0 a 0 0 0
2 1-0 0 40 0 21-7 12-7
3 1-0 0 0 0 94-2 19-0
4 1-0 O 0 0 47-8 —3-9
5 1-0 0 0 0 7-6 1-6
6 1-0 1] 0 0 11-2 7-5
7 1-0 0 0 0 0 0
8 1-0 0 0 0 0 0
9 1-0 0 0 0 29-5 16-6
10 1-0 0 4] 0 9-0 5-8
11 1-0 0 O 0 3-5 1-8
12 1-0 0 0 0 6-1 1:6
13 1-0 0 0 0 13-5 5-8
14 1-0 0 0 0 14-9 50
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New York (NYISO) Electric Regions

Canada

Zones

. Zone A = West

O Zone B » Genesee

] Zone C « Central

] Zone D « North

[J Zone B+ Mohawk Valley
B ZoneF- Capital

B Zone G » Hudson Valley

B Zone H » Millwood

I Zonel+ Dunwoodie
B Zone) » New York City
[C Zone K+ LongIsland
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Abstract

In power systems, state variables include voltage values and phase angles in the system
nodes. Measurements are required to estimate system performance in real-time
operation for both reliability control and economic load dispatch. The state estimation is
the most important part of the monitoring of the power grid, in which the state of the
system is determined and the operator is able to make the appropriate decision about the
possible actions necessary to maintain the system's performance in a normal and reliable
manner. To perform a state estimation, measurement data from Remote Terminal Units
is sent to the power control system. Meanwhile, if the attacker attacks the information
sent to the control center in some way, it can cause an estimation error in the estimator.
In this thesis, we propose a method for identifying bad data injections to the smart grid
in a power system. In the first step, the proposed method uses the historical data of the
power system and it calculates the deviation of the system's measurements and their
histogram function. In the next step, using the proposed detection function through the
histogram function calculated in the previous step, bad data injection attacks are
detected. The proposed method performs a separate detection for each measurement.
Therefore, according to the network structure, it is able to identify the target of an
attacker.

Keywords: Bad Data detection, state estimation, cyber attacks, smart grid, power

system.
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