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1- M. R. Javan, and S. Naderi, “Relay selection for secure device to device
communications in 5G cellular networks with direct link,” submitted for publication in

IET communications.

2- M. R. Javan, and S. Naderi, “Outage analysis of the link selection for secure D2D
communications with untrusted relay,” submitted for publication in IEEE

communications letters.
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1 Wireless communication
2 Guglielmo marconi

3 Transmitter
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5 Interference
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1 Cell
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4 Data rate

S Delay
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aodio s Jg) b

ool w2ty s (cl0aScs Ml a5 o Loz s 51 5313 (GloaSds o 4y o,lez s (gloaSs

ol 0als ools las V-V Jeam o L8 sla g5l b ey s (5,9l8 aslie Laullly (gl oo

S sl s b ooty o (5598 annlin V=Y Jgao

5G) iy Jos | 48) pilaz Jo | (B8) pys Jus | @6) 3 Jus
LTE UMTS GSM
? LTE-A HSPA GPRS logs y9lid
WiMAX2 HSPA+ 1S-95
NOMA OFDMA CDMA TDMA WIS 009
c\Jlf..\.;.g-
1-10 Gbps 20-100 MHz 5 MHz 200 KHz b sl
1-10 Gbps 300-1000 Mbps | 2-42 Mbps 9.6-200 Kbps ools
<5 ms 10 ms 50 ms 150 ms ey
IP/MPLS TDM
IP/MPLS TDM e
z9e oy ol . 9 (oo o Jusil s
. 200y 5 3 3200 9 (s oo
LS)"*L_gL‘" %olj
All IP-NFV- ’
All IP CS & PS cs s E o5
SDN
Lo -IP & lom s .
HD3D)YLys | 0 7T TR SMStase | e
" Sl il S IWPREE™
D2D ;323255
sl
&1 s e oo SeL &b L wb L wb iS5 il
3l g 59me 3970 glylo 3970 glylo j970 slylo
sk 51230




andio s Jg) b

At ool oo DL oty b i (gl 53 o0 plosl sla 505 5 liyios o pele
Sl anwgs g G20 J>lpe ganpley Y-V S ad)ls 118 095 Slalllas adgl J>lpe 50 5900

A2 oyl I P SO W

djb»o)k\su.w‘

7ty o SotSt dnass 5 3 e sbtipl; - S

ol el i yai joie Jg eads el L3 Jle aiz 50 ooty Jud (655l y0 Slidod 4z S

ol 6lag sl yenlyey Slinig soled Lol Ban gz ol b sl outd a5],] aaSs ol ol
Sy SG Sl Vb gy SS9 0g05mel (Dol )l s b b 50080 b Ledl sgasmels LSl ¢ s
B 2l ) Wl be gl 5l (B 4 el onds Uiy pa ety e cl0aSds (gl Slagsle
oS8 Vel (IS il S (g (s 53 5 liale] ShlB (el 5 5o Ao
SxSore slp ol slasysld (bl ol (g3le 00,91 oz i Toutel 5 Saamy b
oSliial 3,50 (5lo 5,505 51 Slaibly JolS5 S5 b o8 atid angs Jio 3 iy Jos sl o

ilodgud ookl 0,50 (LB sla Jus jo a4 wiid suax slag, gl b g ais LS sl s o

1 Reliability
2 Spectrum
3 Security



aodio s Jg) b

Gy 0 abogn b wax oy, Sl p sl Sladsd glacdled 5l gl (uizeen
ol oS ain 35 pote o3 alS 5 (dlS 3 il QLIS Gl jelateds 5 ' 0920 (o i
3K Olyiear Talows 4 abwy Dbl ) el by ol o2 4 S35 )05 55 (e Tt LU
10 ¥ 008 o slae oomiy s 058 9 p)lez S sloaSeds 0 sal)IS (sl glid
b ol Gk 5l )5 e Glbls )l eled Joko slaasiils o il by &5 jeblen
slaaSs ;o Gl )5 G bl 618 p SlacSusS 5l (SO akwg 4 aliwg Dlbls )l 08,5 0 1,8
18] sl oo Slodbl Jlo)) Joko a0 Tl g0t o)l o jo a5 ol Jobo
b ol &5k 5l s Gl o B3 T 0 a5 Jsbe slaass Jglae bl )| M-
b i & jg0dy g dlawly g0y allgl co )15 50 aliws & dliwy Sl )l 5o el o ploxl
00,8 oo aSh cud i l8l 5 fals SIS sg crge Jos ol &5 aiS 18 bLS I S0,
Y e os S o 095 a1y ol az g sl slaJlo ;o alows 4 alowy SlbLs | Lo e 4
Jslazte bl )| b (S ite il (55 |y Sledbl Jlo)l "aliasg 4 alowg o)1 o5 olsT 51[A
Sl )5 gy CoiS 9 398 o0 Sl a0 Y Jlite JBIS wams o plomil  Jslo 4ot
5650l Alasg 4y alowy Sl | 5o J55 Sy e snlpln 055 o0 13 8l cow Jsk

a2 o i 1y Ay alewy DIl et Joe -V IS

oo 4 g S| Sl any o ohigts 5 ol oo sloaSes 4Kl Lo & conlnli

S byl g (6350 il (ol B b 5l A (590 oz Wl (gl S lgreas

1 Radio access
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6 Device-to-Device users

7 Mutual interference
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2 Utility function
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¢ Ad hoc networks

" Qutage probability
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3 Cryptographic
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7 Shannon

8 Wiretap channel

® degraded
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1 Secrecy rate
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! Secrecy capacity

2 Gaussian

3 Shannon capacity

4 Broadcast channel

5 Path loss

® Power peak

" Cooperative

8 Relay

® Cooperative communications
10 Decode and forward
11 Amplify and forward
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! Signal to noise ratio (SNR)
2 Relay selection

3 Direct channel

4 Relay-eavesdropper channel
5 Diversity

® Link selection
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2 Selection combining

3 Switch and stay combining
4 Threshold
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! Secrecy outage probability

2 Cumulative distribution functions (CDF)
3 Probability density functions (pdf)

4 Closed form expression

5> System model

\O



aodio s Jg) b

235 5 s JUS 3o Sl iy & iy 0255 5 0z o L) (s ,55 o

Jo)l 9 oSG 4,

dy oyt Pl 50 S B,y o JUI oo luey A,y Ol 2ib oliiy, @
g 4y Aoy DLl )0 00,5 4 JuSow Jlo )l gz

Sogd jgax ;0 aSl (Sopd Y Coel oy @

05 g Ay 4 aliwg 003 15 50 Cod Sl oS 5 Sl Qb ik w0

olgring &) Sl b o by 4 ey Slbls | s el ahad Jlazsl apsls @
Ly Dyle S D0

' el 033l Jlods dile @

b blite S5-I shls alows a5 alowy Slbls )| algs 58,5 Lo 18 (pgo coiamns Joo ,o =¥

g 4 alig bl 0 15 5 0uiiin 3 (e it JUI j90> )0 (Jokow oS )18

& a2y b 4 g g Sl Fagis et Tolabl WEd Jlul 5 Cusi o, S

Joe o Shg sl 000, cwyp (oot Jdo i 955U 0nds ploul Sladllas

Shaille ol j0 eods Jol> zuls g pgd  cotiuw

Slbls,l 6yl 85 5l (26 JBI Rlie jo (Jobo ool )l gy CobeS Lai> @
g 45 Al

) S g el JUI 325k 5l o 25 g 0w 3 (g alig ay by DL (51,8, @
Jle)l g o gt

Oliseb! JB e dy g ;0 awg 0 sy Olbls )| el 51,8, @

! Secrecy throughput
2 Untrusted amplify and forward relay
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! Non-zero secrecy capacity
2 Asymptotic analysis
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Time slot

Timer

Total probability law
Transmitter

Two-way relay
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Union operator

Untrusted amplify and forward relay
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Upper bound

Uplink

Utility function
Wavelength

Wireless communication
Wireless sensor networks
Wiretap channel

Wiretap code
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Abstract

In this thesis a cooperative scheme for secure device to device (D2D) communications
underlaying cellular networks is proposed. In our scheme the cellular base station (BS)
wants to transmit its information to cellular user (CU). Meanwhile, two devices want to
communicate using the same spectrum used by cellular network. We consider two
different system model in our thesis. In first system model, device to device users
communicate directly with the help of some decode-and-forward (DF) relay nodes. In
addition there exists a malicious user which wants to eavesdrop on information
transmission of D2D pair. In seconde system model, device to device users communicate
directly with the help of an untrusted amplify and forward (AF) relay node. We consider
the signals received from both the direct link and relay link for both system models. In
two system model, the transmit power of the transmitter of D2D pair and the relays is
limited such that the outage performance of cellular network is satisfied. We study the
performance of two proposed system model, which is measured based on the secrecy
outage probability, and obtain the closed form expression for the secrecy outage
probability. Finally, the performance of the two proposed system model is evaluated using

simulations.

Keywords: Device to Device (D2D) communications, Physical (PHY) layer security,
Eavesdropper, Cooperative communication, Relay selection, Decode and forward (DF)
relay, Untrusted amplify and forward (AF) relay, Link selection, Secrecy outage

probability.
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