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foreach(character of file)
{
if(char==zwn;)
{
if(Fontis changed)
addFrontQueue(1);
else
addFrontQueue(0);
b
}
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else
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foreach(character of file)
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else
addFrontQueue(0);
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foreach(character of file)
{
if(char==zwnj)
{
BitOfMessage=deleteFrontQueue();
if(BitOfMessage==1)
ChangeColor(char);
else
Don't ChangeColor(char);
}
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foreach(character of file)
{
if(char==zwnj)
{
if(Color is changed)
addFrontQueue(1);
else
addFrontQueue(0);
¥
¥

r‘,l.'é a_ii) UseY) L, IR L;)lfJQLQJ e )‘ ’aL.» A 6‘)?‘ K\Y as (Y-Y) JXM;

(Bold) o8 cwolius F-)-Y-¥
alolans SIS 355 aSil 4y az g5 b oS wib o 5 liigs old culies b 3STIS s S

RS PIR (LN SRS R SN WISEL AL JOWN RO gy A

46



LIRS
Aolsies SIS o5 Caalbind alolinss 1SS 15 o g yio slacon 0,3 sy b ol o
S poghe 4 ABb 00,5 s ol8 Culs &S S)90) el e i 1) (LS SIS 4 s
el Jsb 023 lp @il Coo V7 atd) sl oo o Cun porie 4 piipde Sjge )3 5 G
=50 979 Pl e 3 990 00 033 gl SSHINF 0 6l Jsb a5 D500y 955 so oolizul
odd ) Siple e Sl el glml Al e o by lejl ) sl el Jgb jga> 0g
allds oly Job plo slanl jo aSl 5 oogdle ply cwyo 3 licedsl (gl s oo ool
O G Ceand )0 (5,501 0)bgs el plasl jlam 0l so SIS e jo b iz by 95 oo

Lol oaosls Las (A-Y) JSKo j0 ol8 Cuoles i b 6 K0l sla! oS A 04 o £,

foreach(character of file)
{
if(char==zwnj)
{
BitOfMessage=deleteFrontQueue():
if(BitOfMessage—1)
ChangeBold(char);
else
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foreach(character of file)
{
if(char==zwnj)
{
if(Bold is changed)
addFrontQueue(1):
else
addFrontQueue(0);
}
}
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foreach(character of file)
{
if{(char==zwn)j)
{
BitOfMessage=deleteFrontQueue();
if(BitOfMessage=—=1)
ChangelItalic(char);
else
Don't Changeltalic(char);
¥
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foreach(character of file)
{
if(char==zwnj)
{
if(Ttalic is changed)
addFrontQueue(1);
else
addFrontQueue(0);
}
}
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foreach(character of file)
{
if(char==zwnj)
{
BitOfMessage=deleteFrontQueue():
if(BitOfMessage==1)
ChangeFont&Size&Color&Bold&ltalic(char);
else
Don't ChangeFont&Size&Color&Bold&Italic(char);
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foreach(character of file)
{
if(char==zwnyj)
{
if(Font&Size&Color&Boldé&lItalicis changed)
addFrontQueue(1);
else
addFrontQueue(0);
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foreach(character of file)
{
if(char==zwnj OR char=space)
{
BitOfMessage=deleteFrontQueue();
if(BitOfMessage=—1)
ChangeFont&Size&Color&Bold&Italic(char);
else
Don't ChangeFont&Size&Color&Bold&lItalic(char);
¥
}
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foreach(character of file)
{
if(char==zwnj OR char=space)
{
if(Font&Size&Color&Bold&lItalicis changed)
addFrontQueue(1):
else
addFrontQueue(0);
}
}
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foreach(character of file)
{
ifi char==zwnj)
{
BitOfMessage=deleteFrontCueue();
If{prior char is from setl)
if{BitOfMessage==1)
ChangeFont& Size& Color&Boldé&Italic(char);
glse
Don't ChangeF ont& Sized Color&Bold&Italic{char);
glse
if{BitOfMessage==0]
ChangeFont& Sized Color&Boldé&Italic{ char);
glse
Don't ChangeFont& Sized Color&Boldé&Italic{char);
3
3
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foreachicharacter of file)
{
if{ char==zwnj)
{
If{prior char is from setl)
if{Font& S1zed Color&Bold&Italic 15 changed)

addFrontCuene(17;
glse
addFrontCQuens(0);
else

if{Fontd S1zed Color&Bold&Italic 15 changed)

addFrontCQuens(0);
else

addFrontCuens(1);
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Abstract

Creation and Development of a secure platform for digital communication is one of the
initial and basic requirements of digital world. With expansion of the Internet
functionality along with rapid growth on digital data technology, the need is increasing
for a secure communication platform, where data can be exchanged securely. Providing
a secure communication between transmitter and receiver is objective.

There are several means to achieve this goal. Encryption is one of the methods which
can be utilized. In encryption, process of encoding messages or information can be
carried out in such a way that only authorized parties can read it. Steganography is the
other method in providing secure communication. The practice of concealing messages
or information within other non-secret text or data is called Steganography.

In this paper we use pseudo space character and normal space character for hiding
bits.in Arabic alphabet there are both non joiner letters and joiner letters, pseudo
characters are used in non-joiner letters to increase capacity of Steganography up to
1.31 times of conventional method. Security of steganography can be boosted by
variation in used algorithm with changing of interpretation of bits either one or zero. To
increase the resistance of Steganography, message should be repeated in text several
times, just one after the other. This will ensure that in extraction sequence all errors can
be detected with comparing of extracts and correct message can be obtained. In
addition, resistance of steganography can be enhanced by combining of different
properties of pseudo character e.g. (type, size, color, boldness and italic shape). In this
mode all properties will be compared to each other to be able to extract correct message
without any error. Considering all above, these two methods will ensure up to 99.77%
increase in resistance of steganography which is depicting high resistance of this

method.

Keywords: Steganography, Pseudo space Character, Steganography resistance,
Steganography capacity, Steganography security.



Shahrood University of Technology

Faculty E-learning center

Steganography in Persian text using statistical methods

Hajar Nadimi

Supervisor:

Morteza Zahedi

Advisor:

Aliakbar Poyan

Date: February 2016



