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Vehicle to Infrastructure or Vehicle to RSU
On Board Units
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Time Difference Of Arrival TDOA

Received Signal Strength Indicator RSSI
Elliptic Curve Cryptography ECC
Korea Information Security Agency KISA
Differential cryptanalysis DC
Linear Cryptanalysis LC
Advanced Encryption Standard AES
US National Institute of Standards and Technology NIST
Data Encryption Standard DES
Network Simulator¥ NSy
Constant Bit Rate CBR
Ad-hoc On-demand Distance Vector AODV
Dynamic Source Routing DSR
Optimized Link State Routing OLSR
Packet Delivery Factor PDF
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' . Time Of Arrival (TOA)
" . Time Difference Of Arrival (TDOA)
" . Received Signal Strength Indicator (RSSI)
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Abstract

Nowadays, vehicular ad hoc network has beepgs®d as a comprehensive and new
plan, which aims to provide road safety, trafficragement and convenience applications
for drivers and passengers on the road.

In this network, communications are in two wayshieke to vehicle and vehicle to
Infrastructure (road side unit). Different messagestaining events warning about road
and traffic conditions, traffic information, privatnformation of vehicles such as speed and
location are exchanged in these communicationsortinfately, wireless communications
and the high-speed mobility of a large number offisles pose many challenges in
VANETS.

It is evident that any malicious behavior ofrnss (vehicles), such as injecting false
information, modifying and replaying the disseme@thtmessages, discarding routing
packets in the network and impersonation has irstvie effects on people's lives. In
addition, users show prime interest in protectimgjrtprivate information leading to unique
identification in the network. So, it is clear thescurity and privacy preservation are two
critical challenges for VANET deployment in real b Studies have shown that Public
Key Infrastructure (PKI) is a well-recognized sabat for secure VANET communications.
Consequently, in this thesis, we explore the bres@ddressed in this infrastructure and
examine two important security requirements.

In the first problem, positioning is investigdt Valid information about the location of
the vehicle is a basic requirement for a large rermbf VANET applications.
Disseminating fake position information generatgdralicious vehicle or malfunctions of
vehicles location finding system (e.g. GPS), casrutit traffic management applications
and so cause to congestion and road accidentsefoher we have tried to improve a
localization scheme based upon the information igexl by road side units that have not
limitations of the GPS-based systems. In this impnoent, we change road side unit
deployment such that has two advantages: firstatioe finding now involves less
communication overhead, second, in validating ackes location the large state space due
to malicious vehicle now gets significantly smaller

In the second problem the Sybil attack is dised. In such attack, the malicious vehicle
impersonates other vehicles or introduces faketiitles in the network. Its mission is to
interrupt a voting system, routing method and redyefficiency. In this dissertation we
first simulate the Sybil attack on three differeotiting algorithms, and then by analyzing
various defensive approaches we select the besthahdas the public key infrastructure.
Finally using a suggested protocol for this mattlich has a * +7 detection rate, firstly
we reform this approach and then simulate it, irmge of scalability and practical
implementation.

Key words: VANET, Sybil attack, routing disruption, PKI, ldczation.
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