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2 Novelty Detection
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% Sequential Data
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! Point Anomaly

2 Contextual Anomaly

® Collective Anomaly

* Unsupervised Learning

® Supervised Learning

® Semi-Supervised Learnin
” Network Intrusion

8 Financial Fraud
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! Money Laundering

2 Credit Card Fraud

% Financial Statement Fraud
* Procurement Fraud

% E-Government
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Algorithm 1. Framework of Generation of Item Embedding
Input: Graph(V,E)

Window size w //set w = |S;|

Embedding size d //set d = item embedding dimensions
Walk per node v // Number of random walks to start at each node
Walk length ¢ // Length of the random walk started at each node
Output: node embedding, matrix of vertex representions ¢ € RIVI*9,
1: Initialize ¢;
2: for : =0 to ¢ do
3: V' =Shuffle(V);

4: for v; in V' do

5: nodeSequence = RandomW alk(G,vi,t);//generate the nodesequences
6: SkipGram(¢,nodeSequence,w); // generate node embedding

7:  end for

8: end for
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Algorithm 1 The node2vec algorithm.

LearnFeatures (Graph G = (V, E, W), Dimensions d, Walks per
node r, Walk length [, Context size k, Return p, In-out q)
7w = PreprocessModifiedWeights(G, p, q)

G' =(V,E,n)

Initialize walks to Empty

for iter = 1to r do

for all nodes u € V do

walk = node2vecWalk(G', u, 1)
Append walk to walks

f = StochasticGradientDescent(k, d, walks)

return f

node2vecWalk (Graph G" = (V, E, ), Start node u, Length [)
Inititalize walk to [u]
for walk_iter = 1to !l do
curr = walk[—1]
Veurr = GetNeighbors(curr, G')
s = AliasSample(Veyrr, )
Append s to walk

return walk
[V+]. Node2vec waj‘ Sas - S
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2. Compress s; to low-dimensional embedding, z;
{using deep autoencoder)
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Algorithm 1 Iterative k-Means Algorithm

1: procedure ITERATIVE k-MEANS

2 Select k points as initial centroids of the & clusters.
3; for iterations := 1 to MAX_ITER do
4
5

for each point p in the dataset do
Assign point p to the cluster with the closest centroid

6: end for

7: for each cluster ¢ do

8: Recompute the centroid of ¢ as the mean of all the data points assigned to ¢
9: end for

10: end for
11: end procedure

[FYTK-Means suwad s o, Sl aSand Y- IS

Elbow Method s 95 51 coliw! b Lralgs olaws cpnrs Y-F-Y-Y

Seols i ,odl ol as ML 51 (SO oLls Kmeans o ,o31 oS sl slo S5g o ogdle

4 winysS) gl ol |y laadgs olawi oyl 45 ins ey el L3 51 radis slass (43,8 Ly yo3

2



Oy9) Caws s S Sl L ewaos KMeans somasss o563 4 (694,5 slo il 5l (SO ylgse
Loy ol 5l eulion cams @y a5 crw b o)lad oz o lodls a5 Sloj o laddgs 380 olows

0230 o0 alies 380 Jlade slulil o Elbow Method g, 5l oolal
Mged S oy ol elaadigS slawi plulids sl @)l (g, Su s, onl deadgs el o
Olgise anadss as b g anse i (Bl polie 5 ol 5l eslanal L aS ans oo 8 Lo JLasl o )
oIl azei b oS Sl 90 a (g cnl el edal sy (o j5bo @ laadiss 550 slaa 4,
Js s Jle it & it on il 3l onasl o & loas 4 Loools (30ub oo daays shas
sy ool adgr 4 oads adlal Sledbl aiS o adlal 1) Sledbl g0l ke W e olul
SealS osly o ket Jlade opl deddss slaas ol Lowls |y gonady> b ol lade
5l ailgs o ldaigs olows ol Lol o ls 0939 (gomadbes slp Al oyl aS obel 5ol oo

WS (5,5 ol ools \uia)'lﬁ&

o 4 sloaings catS 0550 40 ola)lae 10 ,5] Cawd 4 g (gaaigS pll 5l o BT Al e 4o

slrosls 5550 ;0 39290 Dlus B 5l oslaiwl b g majlog oo ol ;0 S92 90 slrosls g baaligs 5 90 yo

1S 50 el W)l slaatiss Ko Sl olie )13, 45 plaatss b adgs a il

Sger F-Y
Losls oy pai 4y fad slail o ouiBlo Lol (gless g golpiinn 0,0, &Il 4y Lad ol jo

ol L;w Jdo oS 51)5@1 Iy e g 03, slopozil dosls 31,5 5 Wlo)} srosls

ol 6zl 3l Jolo by b 285 5 315 slaosls (5, » 550k 5 sslTosls wi,o5l 5l

! Overfitting
Pt



Lol 5l Gl S5 o g 020, anas |, BIF slao,S (BIF aas slacSuSS )l solainl b a5
oanseis &S Cawl ol regh Jol Baa )l semg ol jo]) e S Koo Sledbl aS 30,5] Cews
500 LS 5o S slaylon ol sleolawl cdla 10 9 (S o ol 5l eolatwl fauy Cdl> o eudo

sy aligs 2 slaosls

0



55



S Tl ¢S
o et ny

Y



donio V-
ol 5 330 lagialesl () 0 Jad (nl ) cpgmr Jad j0 oleiin 9,505, JolS 255 4 4z g L
3 el G d Jold (golpiion (g, s aaS 45 jghailen o310y o0 abg e slasluosly
oS o oo 35 B 4o 1, Elelan 5 S on a5 e 1y alin (sloools J5f i
ol g ezl § S o0 glFil alite b lre Jawgi 1) arte DMl Malee SIF 51 G
S5} 6 3105 by Slals 5 3Ly leslons s G35l b gpazl 53,8 bz s S e iz |,
el jo a8) GBI anws sla g, Jlael b pgo (idu j0 .ol plodl jidw (pl jo a5 04 Oeles JL,
S 1) 0,5 50 (6l oadanad Gla S (55l slacrezml (nl s55 2 (Conl Slaide oo S 4
gl 5 Jedw 5 gunades 4 ganadss lapy,sSl leslil b ST al>se 0 5 sl
@ ol Jad dslol jo aaslo o diyls laosls Koo b Sglaie (L8, a5 laosls g aldg> 1o sl S

ol sladdl s ko 9 (33,lb sl (oLl Y-F

oledbl 315 Lele obw! 4 Gephi jlibls 5 51 eolawl b o Bols dcgazme (Syro 5l

el Jlod gly 5 ol Shirte Djgo 4 oals Sl Ve Jlo yo a5 li8le 5l eeilo
g gl sumgidaliy b3 yiws ;0 5 99,00 )5 a4 BIF LB o Sl gile a5 sloix]
Sl sl slocelle 5 J138le 5 LI (Solu (og G, JIBle 5 cnl mee sba S 5l canl oats
B S o ) (ol Dledlbl a5 el SIS (59, 2 g ys5 plxil g (eloiz Glaasils ol
ot Jb b ol Samilio 5 o lFamilis s oad alol Sleles &0 4 Sl GBS ams e )b
¢ SIS ey Silncie e o S Sl e ] SRy oS o slr s ool
el by s 5 2,5 B> G5 il 511 sl alobee oSy akb a5 (g |3 dmilin (slaolSiuo

Elabes Slass 1439 b B1LF) S GLE 2 5 BLF 4l g0 4y BT 4o el glulis § GILF
£A



pelod,ST Julo 1y (81,5 4l 5o slaat Ly e o8l s (SDelae (b (5551 039 L 315
Jb 033 b SIS sl ooy D js0 50 4 SIS 4 i Lo s (gl (ol po ol aiaS &5 jshailes

O SIS Al g0 Jlod a4 am gal> e 50 IDelae Jby B3l (s b SIS g Olelee slass
S A g abelas slass b (355 b S g SISl by Gl aklle 5 ()5 aadlis
odd o3ls (LA Jguzr ) laaSid 5l plaS s ol baasls OMelae by 8550 s b S o

Conl JUYAQA 56 SNVEYF Lol oS Ol S aadle 5 Ol S aaile o O lae S 1SN0 IS

#4



Degree Distribution

7,500 [
7,000
6,500
6,000
5,500
5,000
4,500
4,000
3,500
3,000
2,500
2,000 ||,
1,500 1|
1,000
500 ||

0 7

Count

0] 20 40 &0 a0 100 120 140 180 180 200 220 240 280 280
Value

Melzs t_é\;).: Lﬁcjg Q)} L}S/.l.ls‘ﬂi\‘-' Jg.é

EMalao ;8BS el slaws bawgie ,Sks ol oftws g4 5l loo,S (sl ax o ke

oS ol ol olfiws slaws Lwgie ,Silo 0aiiS el g95 5 alve,S sl g cl plyal olKiws
ax g5 bl oad sols las ¥ S o a0 59 (SoiSTy el 009 BLS I 5o o b saisS els
2 Olelae S GB1E 5 05l G a0 o5 5l ol biws slaws a5 <l s ol oo Y-F S5 4
VEY L oSl yob i g o0g Lo, o oS el VOA b 2STas 5 o b JBlas |5l
3 1S aailie YV L ST 5 G L JBlas 55 saiiS el o ool ails el ouisS el

el asls Oeles JF aadlio 1,00 b uSilos ysb 4 5 059 bL3)|



Closeness Centrality Distribution
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Betweenness Centrality Distribution
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Size Distribution
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Abstract

Identifying the different behavior and pattern of data among the large amount of
information available is of great importance. Nowadays, one of the most important
areas for identifying anomalies in data is the financial field and conducting
transactions and sales. Due to the high volume of transactions, the large number of
investors and the complexity of the transaction process, fraud and economic
collusion are among the problems that exist in this sector. With the establishment
and growth of e-government in many countries, many tenders and auctions
conducted in the public sector go beyond the traditional methods and are conducted
in the context of information technology and electronically. The present study was
conducted with the aim of clustering and identifying suspicious individuals in
public sector tenders and has investigated the effect of using deep learning methods
representing the trading graph in identifying suspicious data behavior. In this study,
with the help of clustering method, customer behavior in transactions was analyzed
and data pattern in different clusters was analyzed.

The set of data used in the present study includes tenders conducted by government
agencies in Iran, which is available to the public in the period of 1389 to 1398 in the
government procurement system. After modeling the data in the form of trading
graphs, important graph indicators were extracted by network analysis methods and
valuable trading graph associations were extracted and suppliers and executive
agencies influencing large transactions were identified. Graph nodes were
embedded using graph representation deep learning approaches to implement
clustering algorithm and cluster analysis on associations data. The characteristics of
each trading node (amount of value of the transaction and the number of
transactions) along with the characteristics obtained through graph analysis and
graph embedding feature vector, were considered as data input of the clustering
algorithm. Finally, by analyzing the clusters and data within each of those clusters,

suspicious data with different behavior were identified.
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The research findings show that the use of graph properties along with the
embedded feature vector of graph nodes obtained by deep learning methods of
graph representation, contributed significantly to better and higher quality clustering
of data. In addition, this study showed that the longer the feature vector in graph
embedding, the better the data clustering performance due to the availability of
more information of neighboring nodes in the graph, and the more accurate the data

is identified with suspicious behavior among the data. .

Keywords: anomaly detection, e-government, graph analysis, graph embedding,

graph representation learning, clustering, KMeans algorithm, deep learning
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