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1. M. Amouei, M. Rezvani and M. Fateh, "RAT: Reinforcement-Learning-Driven and
Adaptive Testing for Vulnerability Discovery in Web Application Firewalls,” in IEEFE

Transactions on Dependable and Secure Computing, Accepted in July 2021.
doi: 10.1109/TDSC.2021.3095417.
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+ user_name
o+ "' AND password = '"

0 + user_pass + "' ";

result = Database.execute(sql_statement)
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1: procedure ADAPTIVESEARCH( cluster, rounds)

2: P «+ getPayloads(cluster)
3: BV <« getBlockedVector(cluster)
4: PV <« getBypassing Vector(cluster)

5. S« {0}

6: SR+ +1 > Reward
7 FR < -0.5 > Punishment
8: R+ 0 > Sum of Rewards
9: for i =1 to rounds do

10: if is first time then

11: test__candidate < pickRandomPayload(P)

12: else

13: rt <— RankPayloads(P, BV, PV)

14: testCandidate <— pickBestPayload(rt)

15: end if

16: P < P — testCandidate

17: result < evaluate(testCandidate)

18: if result is successful then

19: S <« SU{testCandidate}

20: PV <« updateBypassing Vector(testCandidate)

21: R+ R+ SR

22: else

23: BV <+ updateBlocked Vector(testCandidate)

24: R+ R+ FR

25: end if

26: end for

27 saveClusterState(P, BV, PV)
28: return S, R

29: end procedure
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4: max__€, € < Epsilon
5: R < Number of Searching Rounds per episode

6: K < Update Rate for Epsilon

7 E « FEpisodes

8: AR <« Initial Average Reward of Each Cluster
9: for i=1to Edo

10: ¢ < pickCluster(e)

11: bypassing, reward < ADAPTIVESEARCH(c, R)
12: AR <+ updateAverageReward(c, reward, AR)

13: S < SU bypassing

14: € < updateEpsilon(maz_¢, i, K)

15: end for

16: end procedure
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Aabstract

Web Application Firewalls (WAFs) are responsible for the safety of numerous web
applications that are brutally under attack. Due to the increasing sophistication of web
attacks, WAFs have to be tested and updated regularly to resist the relentless flow of
web attacks. In practice, using a brute-force attack to discover vulnerabilities is infeasible
due to the wide variety of attack patterns. Thus, various black-box testing techniques
have been proposed to provide a practical solution. However, these techniques are not
mature enough and suffer from low efficiency. In this paper, we present an automated
black-box testing strategy to discover injection vulnerabilities in WAFs. In particular, we
focus on SQL injection and Cross-site Scripting (XSS), which have been among the top
ten vulnerabilities over the past decade.

In our proposed method, in the very first phase, an n-gram is used to decompose attack
payloads into string fragments. Then, skip-gram is utilized to transform fragments into
numerical vectors to cluster them in the next step using hierarchical clustering. In the last
step, attack payloads are clustered using fragment clusters and autoencoder. In the second
phase, first, non-informative fragments are removed in each cluster using entropy. Then,
a weight is calculated for each fragment using Inverse-Document-Frequency (IDF) to form
the final feature vectors. In the last phase, test oracle searches for bypassing payloads in
two parallel steps: inter-cluster search and intra-cluster search. The inter-cluster search
aims to discover clusters that include bypassing payloads using an e-greedy policy. Simul-
taneously, the intra-cluster search algorithm tries to discover bypassing payloads inside a
selected cluster using Term-Frequency-Inverse-Document-Frequency (TF-IDF).

In this research, the proposed method is compared to three state-of-the-art methods,
namely ML-Driven E, ART4SQLi, and XSSART, using two datasets containing 2417720
and 1798062 SQLi and XSS payloads, respectively. Results show that the proposed method
discovers an average of 33.53% more vulnerabilities than ML-Driven E. Moreover, on
average, the proposed method consumes 63.16% fewer HT'TP requests than ART4SQLi

and XSSART before discovering the first bypassing payload.

Keywords: Security testing, Intection attack, Adaptive testing, Web application firewall
(WAF), Attack sample clustering, SQL injection
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