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2. Indexer
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4. Ranking Algorithms
5. Relevancy
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1. Malware
2. Phishing
3. Pornography
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2 Link Based
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*, Content Spam
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2. Body Spamming
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. Title Spamming

. Meta tag

. Hyper Text Markup Language
. URL Spamming

. Uniform Resource Locator
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. Output Link Spam

. Input Link Spam

. Dmoz.org

. http://dir.yahoo.com/

. hyperlink-induced topic search
. hub

. Link farm
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Algorithm finding unvalued features
input: featre set of dataset

output: featre set Resulr such that removing it from datasetleads achieving BestIBA
Initialize the Imremovable and LowInfo Features set to Null, i to 1 and Bestdnswer to 0
BaseIBA =Evaluate (4l[Features)
/* calculate IBA of dataset using input features */
CreateSubSet (WorkingSet, i)
/* Create all i-member subset of features set and put it in WorkingSer */
while [ ForkingSet(i)is not null) do
for each ws € ForkingSat do
if (exist i € ~hvremovablethat iris a subset of ws) then
Eliminate(ws)
/* eliminates ws from WorkingSet *

else
¢ = Evaluate(ws)
diff = BaselBd - e
if (e > 0)
Remove (ws, invremovable)
/* removes ws to vvremovable set *,
else
Remove (ws, Lowlnfo Features)
if (¢ >= BaselB.4) then
BestIBA =e
Result =ws
end if
end if
end if
end for
i=i+l
CreateSubSet (WorkingSet, i)
end while

[104] SMArt-BT (golgiiny np)sSl oS acd ~F-¥ S
B g Gl (S -F-F-Y
Lol @l 5l So 5 Gloy (Sauzmn Tl sl &l by, Gloy (Souzmn dmmlxe jolate 4

Evaluate() e

odls Joleto cds (asli acwlowe 9 (699,9 s Sy 5l oolatwl L1, ool acgoze Al ()
Ol e aS oyl zlas! ey O (X k) o3lail 4 eols acgame (g5lusl S oo (goimailo
@ Sloj ez ool s wi sl .l (699,9 s Sy slaws K g 00l digad slass N

el O(n X k) el.s U”‘ ‘_,’.’Lo) ‘;m u.:‘J.:Lu R O(n X k) O)‘JJ‘

(Al



CreateSubSet() e

K olasl b ply a5 S co obl ) Shs dcgemme sgac -K slrdcgoo ) don mbi oy
a! . . e . & 0
Jbse aS bl il dcgeme ) 40 Sg3ge polic slowi K g ools dcgame sl d ] o oS
o 85 oS o5 e e 15 1y ol Cealyign w03 o o] sy (S 5 K o i
Eliminate() e
3 Glacgemme o gae K L acgemo SO 0,5 lawg WorkingSet 51 s5g,5 dcgomme i
Sgas k LSLDA‘;BW)-’) slaws n UT 5o as Sy 0 UL") O(k xn) o}‘..\3| L (Ggac k LSL““}‘“’.“
al O(C(k, d) X k) b ) Sloy (Soummm a0 .l
Remove() e
DS o oS 2l dsgemma o 1y T g 00,5 Bi> WorkingSet ;i 1) ase dcgaze b ol
ol 5l Szmen s ol e e game 3,5 lazy @l ol ol 4y oS Ll

el O(C(k, d) X k). Jolro Eliminate() sb osles 50 &b

o S5 5 Hen bacgaa ) dod cwyp jshaie & "While" 5 "for" sladdl> a5 Lxl |

slil s Mor” dal> slanl jo bl cwy a4 daxgi b gd e LSS L 29 (asloads & lwoole
l,>| Remove() &b o 2 4 Evaluate() L Eliminate() sy 5l S cuuilS dcgommaypn; ;o
slawi ool ye oS ceol 0 (22% X n) sl Shey S b G a j0 0gd e

aon oS Sl o 8 cwl 027 X 1) sl Sley (Saomn Jdo eed 4 gl

Yy



Nn xd) gy Sowzen sl aila Bds el lils LQJT 3 plaS zd g il aae b S

ol Caodl bl o3lo - ion Al e )0 bd Sg olaws
S adud —F-Y

2% d a8 Canlond ooliiul 8 Shoe o)l S oo aib oiy oSl golaws 5l alle, ol 4

i s 5 (o a5 CAB oo SISy 4y lodigel qomansi S0 by, ,0 CA5 e
Sy edel odd uyp CS )3 w4 dz g b e igd o0 Jlesl Conl (6 1S el
oSS CA5 (2,651 L 0uils 5 o 5L dllie Slgz o |y 0)ls 0429 ] o a5 Slo
il o ID3 2y 6Slos

2l sled 4 saw 03 sl )bl slagis, 5l (Ko s 6,9 :Naive Bayes o
3,5 5 Jltol slls and i Sy S5 & 6l e scilie a5 g, ool
by Gl ) oty sloand ® 39 Cem s Jlaiol iz (53901 3,05, 50 g s
oW S lsie 4y sl Jlaz o YL llo a5T Sl 3 ol jo ans o yialS
Sgbge 48,8 S 0 lagl p ez g0 a8 S Ll o

a5 (Aiwd o..\..i':d;:)l.L&J il Lgl.ibr‘,.u)j.i” )‘ os)f v uw o )\..3).3 WLQ SVM o
e oS ol xS 0 S8 095 b WO RIS ) diged S WS o0 S
2l amie (pl &5 gk @ A e ooliiul axio SOl e 5l WS g0 SIS
@ 50l sladiges op T SGoy abl arils WIS g0 o U1y alols o i b

. Aj)b PL, ”uL*'*"""" du)‘éf“ Ao Q"‘

\A



Cyeme S35 ools i laem sl G i dg e 5l (S e,sNl ! AAdaboost
Soosy ISt 28 5 0, Slas o)l jglatay a5 Conl o oS0l Lo SG &8ly 50 058 o
el 02 )08l )0 098 oo sl (6 xS0l slap 5 s oljem (el
Gl 00,5 o0 el (JS Sl 5o el gunaiil Ll ladigel gbi 4 al> e o
o 51 aa Lol S o oolatul sail o (hjgel jgliie 4y 0ols dcgeme JS I o ,¢3!
g gl o 4 b 08 o 35 508 S glaosls (59 1yt (B390T b
S50k b p boansS ganail (nJslate 5 (n sl (e 3l (S :(KNN
095 o wbuer (03005 K by Sl dilien (02005 K aail ged
3,555 4 808, i So5 &5 (Lhjgel sles,sS, acgazme I 0yS, K Juld
3,90 0 Lol & bgye oz bosy 6y (ol 1500, Sl wisly pales]
ly losy oy, ool esles Ojle a4 aslai oo (558 el H5050 (calejl 055, atwo
aiws ] A e 9,55, dlaw oy s oads GGl  Slued 10 a5 S o bl
oddlive luwe 3Gy K s jo i oo, den 5l a5 gloo, plpls anil
Db ge 48,5 S )0 az 9,555 03 (leie a4y gl

Nz oy smas aSed (oras glo sl glgl ) pgwye 51 (o MLP
di alox 5l 0551 cag 05b 50 (siel Codibge j5b 4y a5 el (MLP)4Y
90 b MLP ce sloaSics b S alin, conl 45,5 15 ool 3,50 ool (sais
il Sjgel o ysSl Sl g sl (g)lame Sl 1 s g g, dliee
&b g9 g Y o 50 bayg s olaw da Y olaws gy Cbasl s 4 canlin (6 )lens
9 Lools acgazms e omac b 4D Al (glome 5 Bl (o0 (95 B ST
@ sras Lo 4SS (gl Cuz o5t (23550l lapisl el Lo sl (S

o s Ll g o psS)l de aSh ol (g0l piysSl n Jslaie 09 (o0 S

Yo



Loz oud aule (29,5 jlade al>pe jo j0 Uaslics] ey o o810 aily
A sla 59 ol 4 sdel Caws 4 llas @ ax g b g oo dwolie a8ly lade
4 Ol 5l oS ol sl ojlul 1SS 58 Sleiil )3 oS (G975 A 358 (0 wiSlo
sl (LS LSS 0 el s

(Jde pl sl ez dtws Joo sl g by, S dmaid ol :Random Forest
e, 5l il Sl b oS Cul (9ew S5 9 g aib 6ln 20k )
S ead 0y (b e jles s e Sl g Gaigel Gloj 30 6565 prenad
S 0,5 e ool e g 280 Gl g (cre Alwd S diS o

s CART (6,5 puowas o ,0 Classification & Regression Trees (CART)
S93 aly Sl 4y glis s e, cnl pe el gl (L o e Y,
s g pile cnl Bom el (gl oauzmn I a5 Wil g0 Dol s g i o0
Ol don a5 ol g5 0 5o ol (LS50 (G S ady aSh s CS 0 SO
Sy osls Sl )l sl e s digge < 0 Ol g aiziis Clbgls aigy Lo
255 (8

sohie 4 a5 cwl g lel sla,ll 5l SO Sewsd (yeum S, :LOgiStiC Regression
SIS S5 (5l Sl (0,8 5 955 (o ool ol 3l s s el 5 (3 Jao

k
log(lf—n) = a+ Zlﬁl-.xl-
im

A\Y-Y)

Bi g ol T Jotues pstio Xi el diisly e Jol o 40 0,8 3las Jlaix! (o o) 5o

\id



iy e ol 31 S o 43,8 52 3185 Lot iy iy SISl i esalie sjldit  o5dle

S diiles a5 WS o Jos b 4 (LoOgit boost)  Sauli8l o631 :Logit boost e
4 deed poghe Llod 4y g aiS (o0 smad (ol Baw el gl 1) 355 (o295 )
soigel slallas wlal p 1) cam Cixs saids gl o Sonliél .cwl Bagging
s ,Skee Bagging 4 cows Sonlidl (oole Lylh o ams o Lhjeel (LB ssims
Sl (5 g
&S Cewl o)l Cod gais dib Jow S LMT Lais] 4 b :Logistic Model Tree e
ol gy cnl ol S oo oolitul el S35 g St e 5 <S5
oolaiwl b g oolaiwl coll polde 5l e 0 oS p yo &Sl gl 4 a5 csl &g
ol ogd ol (o g5y Jae SO Ll 51 SO e gl LogitBoost 65!
sl 35 Wlly 05 b 5l Sy a s i dolas palie jf eslanal slr @ 65
30 9 00l el F/OC oo joSUl 51 oolain] b o S ol oo aiS oo oolaiwl g9,5
Sl Glr ol Gla)lS5 slass 03,57 oy ln eigren Bgd o0 e Soled
D9 oo oolatwl cross validation ;| LogitBoost
o¥le, Pla> a4 5l LAD yeew,S, otz ,0 :Least Absolute Deviation Tree e
@ 28l Jlade g o0l S i Llade o (Absolute Deviation) slle Gl
G )3 45 358 oo el jlne ol 51 ool oS e ooliiul Gl Las lge
il pelie Oy sdools jga> 4
Glp g Cesloads eoliiul goleiiy ) bl sk 4 baei oSl cal Gl alley cnl o
boaslio )0 a5 oad oolatul (egian Sl p (e gomadl By, S5l 50y ankis
D)8 5y (Al 5o (6 e gl ead o )Lil sleds,

Yy



S a0 (oo | i —V-F-Y
2] i Celoads a8 )5 pledl Ll (0 Gesl s ] (segian (sasl s o 56X

A5 L anTicay il 5 a8 jsbplen ¢ 18 aal pias 0)ls oluiST 5 SIS (a5 90 Gl

sl 458,55 1,3 ool 8,40 085S el s AISY Jo LS red 4 g oS cad i oo

S Gl S oy il e 8 (S35, Wiz sl wsdtee S &S s S8 ol

LEL L ool s b oS cul plucST sl dadsg waile oo Jled bazan «odled £9,5 51
SP sl oS el cde play S8 pesl 09 LU 0 5 co o 5l byl « SIS sl 09
3,ly laiST sl s Sl ] jo S ol v lge 580 SO Gl e (Pl Wlg
g ol abadls> LS| sl cwl elB ollST ciel b (18 el WS 098 o0 s
5955150 ol & enlod S oy (Feoly G Sl s 5 00,5 alox L S a5l (555l Ao

ol s Sl AT e 0 SR Bl 035k O L ablie 6l i laoysE 0

el Jole as Jols o] aten a5 conloss @3l Ggx o SO Loran

s Szl Glaled p 2

&b S5 KNS g b boslizl o Olbla )l o gl e ole 51 glacgoms WY

&5k b Y

Sy90 dliue il wlul el YO 60,504, AlIS 4 cwaige Al G S b0
S sl ol ol 3l 5 Lo o e iz @l S o 5 4 5 el g5 eon

3,5 paplet 0olaiul AlS & 045 dlis

! Artificial Immune System
YA



el 485 pledl clizl Glee Lalgy 6l o (Gl s (i eSSl aS) 4 ai
Olsiss Bl npe 5145 0930 sl (egian (ciol pia Glgie S (o5t sl 55l
sl 5l aST el Gl b slesdiy 0,5 o)Ll Hlas (6555 5 (SelST Q] (ke Ll 4
S o3liiul 500 Slxio Al joliied shie Sl

o [ _gtivo bzl —) )Y

Jelse slaps sl 5l gogs ladsbe laginl pats T Jsbo aily pludl oy o
oxd 3y o> Bl Gk 5l s oy pletiel she o adske cnl il (G053 29 1 ()len
oogerd )0 09290 (6993 S sk L LU T sladsle (oS5 oo 008 (nl )0 igdigo (ugeds
sl ansls o Jolo 51 So b ooby oS5 o LU T ladsle 5l plaS 0 5 058 oo (o) 2
bl a8 DBl 1SS nl a aigdige 93 Ol Sl T la sl ple 5 wigd oo B3>
el Bllad pas a5 (Jigo )0 dnsS o0 hie SBU wgd o0 Jole (B>) S e csly il
e ol olﬂ el w8 VAAY Lo jo 0l p0 4SS Sl bkl QT O gl S yo

a5 ogdoe 2,8 el el jo oyl ST e Tlacbo; adg p aS oS Wl Sojeden

ol (6355 (slrosls dcgoze S g oo 29990 olaals) aosls
P Bolay slagSl o] )

G el lolis ali] 51 2 S 658N Sy JBlas b T oS 55 oo S P g5l 0 Y

Aty

Sy se BLOI A acgarme 4 ouilandl clasSl ¥

! Detector

A



699;9 S o al> e (nl )3 39 oo odliinl sl 2l b Ojllas Al e 0 A degeme ol o
slatis] o> SO 5l gl (oS 5 e 45 g0 40 g 99 o0 dulio A degozme o0a> slagSII L
S a1y 02,68l g se D9 s0 Bix (6393 p (sl G laie 4 (6995 55Nl w0ss iy
AiysS oo oo Dl Cl ol dy aims i |y 05 sbaeSIl a5 ol s

axole Sl —Y-)-F-¥

03,5 S5 Ay £9,% S oo plolid |y (5T B Joho S a8 Glej ior (el s o
5l 5 B ke o g e x50 035 00 g alie 5 Gy B ol g0k olas
Sy dilon YL (gign Jeo LB sloJolu a0 ol valys iy 5SS 25 09 iy
‘Q'}'gsﬂ lolis Jols 00,6351 (pl Lol sl idn oo ol dasl> Sl Jol a5 w0 o
@1k 1,68l ol jo ol bl slaJsha slml g (asob D) B sla sk i 9 5355

=S5 dee &5 @badobe Koo Bk ) Nsdpe ;5SS e Wb G 0SS e &S
wilioe B zrb 4 pi oS al Jolie il oo pendS oy wlatdls (g ka8
adsl ool BTN sl -
(sl o lp -V
Dgd o oGl A3l 5 5T L oyt oS 5 Jee a5 (g0l BTN )
6oL Bl S 5 e dxp Ngd oo piSS o Sbesl slagol i daen Y
55 e Az e 0adioe ool gz dszse slacesl il ol Jlail b Y
g ge feS i Sl i

Ngd oo DLl oS 5 oo cp i b g0l I N2 -F



=S 5 Jee a5 Slaol BT il was olwl Solas ol sl golaws -0
g oo WIS (5 eS
298 ISV alo o aeile byt (395 )18 ©jge o Y
i wlol g g Olxdio gudy allb Cua (golduiy g, -T-F-Y
S gan (o

51 oolial b 1ol 0gd o @] 5ms Olowio mis bt 4 s, ol , a5 i, 4
699> sladohe (asis jslaie 4y alidl> laJobo olml 4 nel> g Cude SLEH a3 )05l
32 Dzl me )09 5 ym e daele bawg (asi O)jg0 50 (68959 0318 e il n o0
& Olgee |y 3t Slxio | jimc Slbo (asis alies @ly ;0 ghe w3 L
Ol 5o (V=Y Jgaz) 0,5 Sl egian (gl plums )0 (6395 58 g (9095 CSLL aliu
Jolse) s09% e ladshe I Canlioe o5 aitun s355 ladsle jrene Slrio O)j50
@ ol 30y Dlxbs 5l i s 52 Slxio slaws a5 bel s pleie (s, lew
e & e anil ) 6095 slaske Wlgh oS s lalitl> sla ok JSA5 s
S dske G Sl lp g ansly QLT o8l 5l alddl> slaeke JSis sl o

tCawloads oolaiwl Cuie Gl g 6!

500y Dlxio janseis alius 4 AIS CilS Y=Y Juo

Aluwo yo o Jolzo 03| poisnnss £1 32|
(€ guan

ools Sy slopn 05!

oz T elold gl Y (T Jlop -) bl si an b g ksl bt

955 e 320 255005 b (50l T S jlone alols i ol glas

a8l sz gl ] oslS

3l glad 5l 7S 58T 5 ol il (s lajlon alold ol s o > oko lolis

aak

AN




> aS @Lcaoolo) M‘SA el (6097 11 g (§O95 Ahwd §O &y |) 6.2)'9.0] 03l dcgozma )

(Dgd oo a8 5 s 0 g095 Wiyl e 8 o a5 ool 5 (355 Wil § e

2298 o0 pll Jolye ol 1S S gl o 1S o S5 o TalSE gl Jlaie b ololid o>
23,65 o0 Dyge e nl 09 TAlSE & js0 3 058 0 s n S ez @
D¢ oo Ol S 5 8T Jolae gob 5T i
Dgb oo Oyt 1y 0L 6T el glas N acgoms 4 ax g5 b di
2315 o0 Dy90 Sl pe cpl (Camloads (poad LS 5 aS) s slows 4 I
2355 o0 Sz U e ol (Cenlonds s L5 51 aS) LagyslS slaws 4y .
S oluls 1S Wlsn oyels a5 Sley b A
S3en 5SS 0glS plgie 4 axdly g sobHl
Dg oo dplons yalS glals i

Slaces olwlis) ;g 0, Shee Oyg0 40 0dd dunlie adsl oL ST L yelS b

Dgd oo Bad yglST e (laie 4 (555 elad b i slagog>
oS o0 B 50 ol sl Gleie Ty slS e Y

oS 0 S 50 alibl> Jolo olsie 4 |y gob T cn e IV
AY



&S o aeis TrUE

spog Olxbo i jglhte 4 Cud Al e 10 g 0,033 oo ddg slagol il dcgeme Y

"\")"5(5" )|)3 oolaw Oy90

, Sise! e
gl b s g3
s, 5 o
e O R ]
i als i
&% i ol 3 ol > Syl
e LE0

RICHRER] =
e
1l
—_— (8 Aves
gl ml o st
il Jobo e sldgbo
i aladl>

©Oleiy (omail g, Olrgls —0-Y S

Sl (glalasl> LngJij: Sbu| et C)JJ )lS J.«al.’> Sy 50 ul.,L: 4 Lgﬁfol.i 4.1.>),o | 4o
Ao SO o9 5 pasdd glp Jb oS ol o9 ) 093 sl Jole aily oo aS

alold cpl ST.098 oo s abidl> Jolo (gl b dyar ools Sy jlop alold Tl wyua o9
ol ©)go (nl e )3 D9doe ad)F L 1 5m 8 ploie 4 axio Wil Joko glad I eS
elolid 4 Gige abidl> glasho 51 S5 g 45 (Sy0 0 Sgbior dmlre sam Jsko b o

Sgdise 00l (a5 pacy s 4 amio o] wisds (6395 03l

AY



Goleswiy Jow -0-Y
3y paris Sur dle) cnl 5o goleiig Joe b o Lal (LS sla iz jo a5 5k lea
a9 5l 09,5 o Lo sl alpo o el gy alil g (S Sl S gl Al Jols
ool b s 5 e HTML (slocr s 5 5520 o el slie s 4o o5
Soges peole ol 1) o F5g olaws (SMArt-BT) cae a4 5, Bd> 5 i S bl g,
B ol 45 il g dmio (53955 e ol 53 el o0l Lile FY IS o i oSl ol
e e piou o eamline LB e 5 (B) eyo] e oS by GBI ol oy
gl Jlam 0,5 0 )18 w0 990 clie sl Sy gl jslhaie 4 g el Sledlbl
2 Ngdse g Ay sl go s & T 2l s bagi 65 iltel e Wil S
08y SMAN-BT o581 0 (6095 Ol & SRy Gy ) degommon) o wgam > e
i oy Slrio gandib lp & cwl Gl (Shy aegeme oSl (29 09b e
oolainl g Olao sandib gly faas Ll pwaw 5l oo pl j0 a5 0ah o colaul

Pydse oz Ol 5 ol @l g was Sl a5 ol (S gam G 53 Seslond

AY



S g gl el al> e Sy by

L Sy gu &y
e (bl

Y &y

o 519 oot

isel i
. e 2 gl 3 salazal Ly
s Smart-BT
O3 b (5994 3 o 3 pnadki
g Sreglad |

ol sl

ol Jan fopai Y S

Pl Sz —1-0-Y
JS5 o abb g Sy Dbl g gl i 90 5l Jae (nl b S oS ek (lea
lej 1o 6 o ey Fowzmy cogbize ooliiud b o 5 Fizy bl a5 bl 5| Cenlons
) S o g (S o 00 4l Ty s o 355 (s il G 5o S 12!

slawi URL & sla xST)S slaws a5 bl 5l c il oyol 5 e slo S5y @
10wl S 2Y 5l G wilgs cod ails Job b leie 4 g Canl (g0g9ue

AD



o1 sl SIS N Jels G amio » g ST HTML 05 5 e sla S5y @

Ll 0 () 4y sloads ZlZeinl la Sy Sloj (S dwzmm
axio o g il axio N Jold ools asgezme STiccte lle> p (oiie slo Sy @
TS5 4 5l 5 ssn ) b S, s LDA Jua o5 Ll 1 STIS N (g5l

el O (ND) Gl 5l 5 sla Sy (Sl (Sduzmn s
a5 5o g5 g e Sl Tl s LSy boul 45 bl 5l 5 somainbs b paneis sy o
0 (Nd) Sloj 4 yo il axils sosl d g S N ST a5 il 5Ls 0,50 Lawmis .x_ﬂjs S
Olgsse wiimd Sl d g N o= a5 el O (Nd + Nn) b el plp ol slej 4 pe 1) .l

3,5 65l a3 0 (n) &jy90 a1y ol

AF



™)

0015 dc gozxo (8 yo

ool Cawd 4y gl




doddo —V-F
v iyl shio polis 005 (S i e Sl a3 T o5 obslen
ol el Slras Ko 5l 5oy Slris Lasis slulild 698 dileln S 5929 g, o Lo
565 W 25 008l Gl 5 el S8 4 plis 95b e g gise & JUII 5 Loel
SBasSoll a5 Lul 5l sl alias opl o ol Ban See loj (p S 50 (6 S puead
s g Sl )gige w8 slp ooliinl 9)00 Slats) i b 0 o)lgen e Dlxis
Omed 4y el 5 Cellae aoo lis 0 5l Dl cpl 4 Cas (g i 6 ll Wilgh 45T g,

w20,S &Ll ploul gl (Jow aldS Jad o copx

b a8lal o9l o @y slaShe @ s By oz She e Sl b cnl o

Olye 4 asgazme ol ol bl sl 5l (solass (it ad; 5 615 goye slme Sl oaliil b s
FaS ol sl Shg olass g 8,5 1,8 colawl 0,50 SMArt-BT  claul 10,651 jo (534,9 oolo
ool e ookl by Zlmnl was (69958 lo b 5l b S ol Coles jo 0l
oot Joo 5l Jol> ol 0 oo (atide W axio (1395 b (09 5809 (Eekas

W) u,\.ib‘9.> oy Jaa_‘) PIARY )é

03ld dc goxo - V¥

WEBSPAM-UK2007 « il 531} ,0 5pmmg ololid (gl ool ool acgazne
UK aels jo (bre MYFOYA 5l aan V- OAFDOO Jolis ools acgozmo () [105] coul

5 laosls ool a28,5 3l b 4 S g I0 yao polie a5 4 85 5m g (S0 ¢ Rl

! Nonspam
2 Borderline

AN



ol calond 1L s olKasls g slapiy sl olKislesT alewgay YooV Jlo ' o oo

il i dw ol 00ls dcgozs

SIESTCNSSL RTINS
bsse 5 o5yl slaeysl o
HTML _J6 o oo (glsine @
aS 5,10 3929 00ls degerxe (pl (gl caddulxe i 3l b S 5l Slacsee pien
@3 OMad p e (She VWA 5 jemedign Sy FF omlgizme Ty 47 Jold

.- Y . /.’~
el jeredign slo S

Digd oo dwle 3,k jlaz 4 a5 e Fho VE &8ly 0 Igime p e Sy AF

)'l,,.’m Q.i).';}/lg Lgl)la &S Glaao 3 WLMB S5 GLal dAoris 6‘)-.’ Lcobf')’gg Qe.‘ }l S 2 s
2 b I wbls 9wl fizes 0gud oo Al el PageRank oo ,95dl olwl
Addsl (S5s VE 5l amet )0 09800 a8 )5 Jla 50 (Shis Gl 4 i Culucy Dlrao 4
LalS slass o ,0 SlalS sl 551w le b Sy ol 5l 1 Sdce Sl Sy A5
S5 @ eaalie JB G5t e e JS 51 S gt ot LS Jobo (nS0le (lie 5o

Lo wlFan gyl g s Al an Cuplive qg3lo 03,238 F 5 oo

ol sl Webb Spam Corpus 2011 o,ls 0429 die) ol 40 a5 (6,50 ools dacgoaze
Lo oKiils jo Slidss ofgp o 5l oide oloe a4 g Kly GBI lawgs ool acgeme

Gl 50yl dmio 4395, G8l g 5 a0g dxio YO vl i g9l 5 0dd (5,5laex

[106]

! May
2 Transformed Link-based Features
* Independent trigram likelihood

A4



9 atd oy slajeog olull Glp clio ools acgemme (ST o) L) 0)90 50

Ll 5L g aige slaotg n (6 Ko 4 (slools dcgomme pix dd (gl Cewloauis o laili]
Lo sl o8 -Y-F

WEBSPAM- (claosls asgorme 5 ooliiul b 5 cuddSSl 0l 059> ,> aliecs o0ls acgozme
3,8 oo Oy "L e s s el e sals> Webb Spam Corpus 2011 5 UK2007
)5 0929 Ll oy 990 50 (Fudgase
L) sle,be —F-F

Sl gladigad 5l oolainl anaads sla Jow Sbj,l slo,boe o 50 0,5 5 g o 5 ool 31 (S
oo sl ol 035 atie Gl Glee sskhie (pay load ganadd olidl 4 &S

O-F JS2) 5,8 eolitul | Side om0 Jsoz 5l gonaib

Sk Jgu V=T IS

sz — TP FN
e FP TN

e |y 280 oSl g il o)l At slalae plgise polie nl Gelul 2 I
Gl st SO CurS (6, Soslail JLare o Sosle g o i gmleol (0 3 Jglaie (s gyl oS

S olas C_’élj 3 el ol s g0 Egozmo 4O doaal o asis Ol 5l sl &5l

! Offline
2 Confusion Matrix



4.]4.3|) O ygo Ao O-F waa w).:Lo wl.w‘ »9 Slodlds el UM‘*" Sy aS Sl @L&jﬂ‘ U‘J"‘A
1098 c0 iy a5 (Y-))

Accuracy = (TP+TN) /
(TP+FN+FP+TN)

-
cwlie Jole glaosls (gly g a0 jlid |y anaib o Slae 5l Lodjg0 G LS jloe (0l

S 1y Cas awlio Jlae 280 oo Jolel ol 4y (glosls dcgeazo 4 aliuss (pl jo el
SIS e ] o s 4 AT Ll 8o g sols auseis el laesls 4SS

Sy se ookl (g yglol 5 Como Jho 6,500 glalrs

Precision = TP / (TP+FN) -9
Recall = TN / (TN+FP) (*-¥)

slaiga plod jadeis 1o ojlul ax @ wanarb a5 cul S5 0l 0uiiS 9L oo Jlas
hug a5 o gbhdige olawd ! atrin 358 dal, 5l a5 Al Cunlosg 3850 o
Flie jo o)l gl cpl dcslre jo Lidu 31 wiloads ools adeid Cude oloil 4y wuadlb

Jas.u.o 6)5T~>L.’. § oo ﬁol.'é.@ aS Cel (S ) ‘a_s‘ll'c (S aS Cel @blj Dl oo ool

S Adoad g el 05 Jlows CoBly jo 5T pl £989 Jleix] Lol caililh ao o ds g0y o)l 4
i 086 L culd) jo ojlsen Wl a5 siale 5 Lo jlae g0 (pl 0l 0ezg ol JSlos
e (Byre 4 omie Curdy e wSEp g Cowl olper (60 a8 L SO aaliEl S
&y o Jlae pl cwloads banadlb L)l ¢l F-Score |, F-measure oL 4 5,50

Lol LS)?TQL.’. 9 Lows )L.:u 99 &—iéjﬁ)l-"" u-‘-i’l-*-"

F-measure= 2 * (Recall * Precision) / (Recall + Precision) (f-9)

0



50me LAF) 0l Sletal auer eolitul 8,90 00l dcgaza a5 Ll 3l (598 (sl Lo p ogdle

w2o,S ol IBA ob a4y 6505 Jlwe I sla Sy e 4z 2 2by)l pobie 4 G2 77
o Wbl 5 B e s Siles B ojle o jlae ol el ools sl yiion a5 ek len
ool ale Jlxe ol 4 pagghe Sl jelaie oy S obml RSy p S ale (e
[-V 4] o3l yo goae g oyls oLl ade i Lld 5l o (WS o adasly 4 JLre ol 090 o

Dom - Tprate - TNrate (a_f)
Glalase 6ly g o0l Byae Ssis e pogie )l solitul b (IBA) ojlsie cds asls

S Lo (sl 5 1)ls a5 aao o 8 Jlaise 1) (ol 059 495 el e (jlsel

IBAx(M) = (14x.Dom)M %
dwlee (F-V) ahal) 5l oS sl (M) oI5 Jlxe 30,5 Jlo0y5s yekaine 45 (5,658 (1+0.Dom)
19 o0
M =TPx (1—FP) (V-%)
i 5:Sile goye o] Hymme o a5 Cenl am 50 Jlogel S )l M el opl o
Hohiie 4 35 Ol o po sl la WIS 80 o Jocudle B! )] 08 j9me g la WS e8s
o) g emlin lade oV aS ool ools Lis [107] ;o 0e co oolaiwl ade Lxe 4 2359

! Dominance
¥



ool Cowd as b5 —O-F
=y sbassddd vy j@og Olxao auskis 092 duws o —V-0-F

sRey Olxio jais 0 Bypme slaanaib o Slee o)y Bua dlu; 3l Gisu cpl o

&5 il &S eog pl p GO g oal 4 S A o 5l b Sy g9 eein ol 0o e
el sskaie (o 95 3 Azl 090 wnail 3 Slee Cono (e 50 ooliiul 590 sla s
oS o A clagiy s3] Cawlons ooliis] WEBSPAM-UK2007 -Ssls o [108] weka 53l
o ySeoy AdaBoost loiy o n udle qeaenal S0 Jeld Wlad S 13 Lw)p 550
Jow Logit BOOst « Sz g 5, cygum,S 5 5 i dib gl o ol jo (( Slaos
Ol V=¥ Jouo Sl LAD ey g (olas i Voiz pgimy (omas 4Seb (550
O bags jomme ime Slo Sy 4y azgi b5y 28 5 550 atus 90 4 baosly (u all oaiad
ol 03l 3 4y by )90l 5 e D9dse oaalin a5 b les sl aaail
WS oo Sl (ol x| F ol (ne 5 Garen ras &S ) Soe e
Lol 5l sl (Solano (5 50035 085 oloml (55510l § Como o 1) Jolsd op ks &5 (saiailo
omas a0 bwg sdal Cans @ @l wish olulid gS>sS WM sladiged Cowl ppe aS
o 355550 NS 4 ]y ladiged JS doaiai s 25T 4yl 5 Blae Cas azg > plaax

A ol 5,809 (anseld gl Wl YL s ax ST g Wlosls

Ay



lgie p (e Gl S5ho b el 09 panid 75 -)-F Jgux

IBA | F-Measure | Recall | Precision | Accuracy ov9)
offo o) oIV +/Q oo F YFIXY Naive Bayes
ofees ofes ofes oo QF/Y - SVM
AR AN AR <IYY av/fy Logistic Regression
NEY AN <\Y 4 a¥/ss MLP
«IYF¥F AR <YV A4 ay/ay KNN

oo ofee ofe e AR AR AdaBoost
<[+ AY4 AR <10 AR Logit Boost
ARYA <IY¥ <IYY QAR av/iyvo f/6C
AT - Atd AYd < 17¥ ¥/ Model Tree
<IY\F AR AN < [OA ¥/ Random Forest

Lig oo)S o e oSy (iSlr | Som 2 (e Sl Sy s dlpe o

3l Gl oy S cpl 5l B S e gamdids | oyl Lo oKl lea 51 laolal
0,850 5L opl asloads S Y-F ooz [0 sl Caws 4 gl a5 Conl sonail (o o S5y
Sl @il |, 6)915[%. 5 oo Sl Jol op ion 6)9T°l-.’. TP e olaod 1 iSo0 5
35 azg wb vz el o3yl s 4 L F Jlae g Cono 253 (i (ol SRz (iznes
Ol 4y adlbioe ey e gla g 5l edlil I ol b 5l aerd snel Cews 4 mls
b oo 5y 8IS VY & b ol o wsgr T S Sl s 5,508 5 e Jlie
CBS e g e B Shg a0 e lis 4 00,8 lag Jud&s NVY 4 </YFA I F L

Al (6 s (SanS S

af



Digm p (e S S5 b el 0y iS22 V-F Jou

IBA | F-Measure | Recall | Precision | Accuracy ov9)

+/-Y o/ ¥ RN <\Y ay/fs Naive Bayes
oo oo oo oo a¥/-# SVM
o DAY oY <IYY AY/AY | Logistic Regression
Ry 4 /¥ </-Y <[+ A ay/f) MLP

o[+ 08 AR +/1) </\Y AQ/AY KNN
ofee ofee ofee ofee a¥/.# AdaBoost
ofe ofe ofe ofe af/-¢ Logit Boost
IR ¥ oY <IYY av/vy ¥/6C
</-Y AR o/ <YV RAPARA LAD Tree
ofee ofee ofee ofee a¥/-# Model Tree
<+ F0 Y ofeY /YA RAVAWA Random Forest

oolitul ond Jloel il SLusl) wlgs (B0 45 Sism p (e Slo S 3l cpgms Al e 5o

st gt o8 5l 6 )sloly (s 5 (Bolal JSiz aliws @ Cono (i (1-F o) males,S
il 1) syslol g Como plee oilg cpyiden o e80l cpl Cizmen osl odel Caws 4 ool
2ol onl sl 1S adgl a5l g i (8 o ezl <NAY byl oS ilg Gliee ol ol
5 s il (SoiS SSw 05 Lol cl 0 wigy p e sla Sy &5l ] Sils

0



AL bos Wgm p Fe S Shg b el g paseis £ 5 V-F o

IBA | F-Measure | Recall | Precision | Accuracy o¥9)

14 AR +IY¥F Y AY/EA Naive Bayes
ofes ofes ofes oo Q¥f/.§ Svm
o) OEAY oY AR RAPARY logistic regression
o/ RN o/-Y <[+A ay/ay MLP
AR N0 AN <N\Y - AD KNN
oo oo o] oo af/- ¢ Adaboost
e e e ofee av/ay logit boost
oY o/ A o[-0 N0 ay/vo ¥/6C
RN o/ ¥ /¥ Avd av/ey LAD Tree
NN oo NN ofe a¥/.# model tree
<A AR Q4 /YA av/ov random forest

LT &S S o0 sy )0 |y (arindS 253 it G 2 s sla S sl azgi b

@l F-F ooz o5 b sel valss oold (T o5 Slzge ] @ 500 (Shiy aiws 59 09938
o5k pled ams oo GLas ]y (e (e Sla SRy 4 s (e Sla SRy 09 5l Jel>
JIBA 5 /AR 4 /700 3l como 5 ialS < ABA 4 +[3-F 31 g ,5lol &5 b co oanlive a5

ol daled .l ssile (Bl s g 38 F ol wcalos S o ialidl /YA 4 -/YE-

Cewloads CJL.: O g u.CL» ‘;A.:‘ ‘..\.’9..\.: 5 LS"‘M 6[.{&‘;).:9 009).9‘ as ..\.Qbs.c

a5



Wgm g e g lgiome p (e sl S oS 5 b el 0y asis 5 F-F o

IBA | F-Measure | Recall | Precision | Accuracy ov9)
RN AN +[A? ofef YY/£E Naive Bayes
ofe ofe ofe ofe "(f/\‘. Svm
AR AN AR AR AAVARS logistic regression
SAYd Avd AN /04 aF/0) MLP
/YA AN AR <IYA av/-y KNN
RN Y oY +/AR a¥/or Adaboost
AR AR \Y </FA a¥/of logit boost
/YA <IY¥ AR <IYA aviy- ¥/6C
AR AN AN AR AY/AY LAD Tree
<\ ¥ AR BATA /2N a¥/o model tree
/Y AR <IVY e af/ay random forest

alol e sla Shy 4 l) a8l hod Sgn p e slo Sy b ol Jdo uen @
Fr oiels aals wa3l g Cans Gisucolo, mli i )b cpl a5 ses e Lid 0-F Jgazx oS s

L Goa aSul @ axgi b .l adls il oo sz e ewiwd IBA g F e (s yglob

s sllae G381 sl el isS WIS et

AL bos Wgw (K g lgime (e G Sy oS 5 L el g paris F 5 0-F Joo

IBA | F-Measure | Recall | Precision | Accuracy ov9)
<A <\ F A4 RN FY/AQ Naive Bayes
NN oo NN oo af/y- SVM
AR +IYY <IYY Y7 aY/AaY logistic regression
<\Y AR <\Y <Y vty MLP
AR \Y <\ ¥ AR AV/FA KNN
A VY of-Y +IA a¥/or Adaboost
AR AR AR <IYO ¥/ logit boost
</\Y <IYY AR <IYO W/eYy f/6C
</+Q /YA AR < /fY av/q¥ LAD Tree
AN OARY AR 104 a¥/f7 model tree
<\Y A4 <\F Jia /Y random forest

v



Sl Shy 4 bl g clldS LS 1) gy p (e Gl Shy Gl awp a4 wlh 4 S

Como 515 0uiS o oolatul oo LS 10 lo F5g asn 5l Giolesl 31 lore @ Lol o8 LasST e
sloslaital b ool oy dnail woadh jasin #-F Joaz 0 a5 j5b len gt (olae 4nd 3 ()l
28 ol 4y az S1.aS sl 1) pslol 5 Como Gl 0jl5 pe Sendly (Shag ahes 4w e
|, (Sl 1) 50y Olomio olaxi o ey atdlys anainb ol Lol el ol diainds o)

QS ololis (1Y) 5,0 pe Olxbo (28,5 Jla5 ;0 5,0 Hlie (p S Cwond

(S Ry A A ;B oS 5 bl g paiS 5 T Jgun

IBA | F-Measure | Recall | Precision | Accuracy o9
+[Y¥ AR +|7¥ <\ F £a/7A Naive Bayes
ofee ofe e ofe e ofee A¥/Y) SVM
AT <IYY AR <YV av/y- Logistic Regression
/¥ o[-Y o ¥ <10 AR MLP
AR AYd <\Y AR UV/VY KNN
o5 <\Y o/-Y < /AN af/ov Adaboost
AR /YA AR < /YY af/04 Logit Boost
/YA +/Y¥ <IYY AN N/ C45
o[eY YA AR AN av/a¥ LAD Tree
<\Y <IYY VY - [OF af/vy Model Tree
‘N¥ +IY¥ <N¥ <IAY A¥/Af? Random Forest

6&§}.9@;|ﬁom Joleo o s e Qljmﬁwgéfsm&s m:als;’g S|

ol g0 ol Kl o9 4 V-F S0 el iy gamails Cpa ool colail

aA



0.7

0.6

0.5

0

w

0.4
0.

N

0.

[N

AL pertd g Qg+ giore Ngm + lgiome (S diws aw ;o

Al yoesS

ETPR mFPR mIBA

Ganai b Cpx oad ool slo Shig g9 s Sl IBA i Ol yoss wdg, V- S

wigaib o Slos p b Shg olaai yil (o -Y-0-F
cel &S ain calas gl (She aiws 4w 2wl csalie L8 iy 0 a5 job les
sl 5 (YOS YALF148%) ol o5 b Shis ool ol Lol g o atsain o Slas Sges
S8lee p 1y (Shy ghels isuil e pie (ol jo Sl fped 4 0g el il o]
ools edgs Y-V Jad ;o a5 () (S Sl slahy, jshaie a oS (o0 (o) 2 Smadb
20,5 Jlee! WEBSPAM-UK2007 ools acgoxe (53, » WeKa ,l38le 5 5l oolazwl b 1) o

O yge0 00l jo w.';.l”ill Loy sads ol C;La:‘;j%j Slooleiwl b j ooy Glras jaseid

Cawloads ools LaS V=¥ Joam o mli .8 )3

1]



Sy Pl iz laby, 5l ol IBA (lis V-F Jgaz

IBA | ool olxl sla Shg oloss P> N9 S 29 2l by
<IYYY A Forward Selection

<IYEY 44 Best first

<IYYY 'Y LForward Selection Correlation
<IYFY id4d Greedy Stepwise

<IYYY Y Genetic Search

ARE \Y Forward Selection

AR A A Best first

JYAY AR LForward Selection Consistency
<J\EY Iy Greedy Stepwise

ARIA VO Genetic Search
N LY Yy Chi Square
<IYPY Y4 InfoGain

AN Y4 Ranker Gain Ratio
SARIN Y. SymUncertainty
<v-¥ I RelifF

</-YY '4 OneR

AR A Genetic Search Naive Bayes Classifier
AR V4 PSO Naive Bayes Classifier
ARA AR ABC Naive Bayes Classifier
AR VA¥ ACO Naive Bayes Classifier

S ol o Sy o s, 5l eolatul b (She uals wad oo canlie a5 5k (jles

O, 80as dguge Eel (YY 4 YVO ) b Shs olaw aiie S ials o oodle 4 IS moyo
5 ool o wi oSl a5 o e ools il PP 4 YTV 1 IBA e 5 odd didiahs
Wied (Shy Rl g gl e ) sty e SB e sl bl g 4,
SMart-BT S5g bl (by, b amlia 10 5L cnl 5 Sy elgl plp o 1) Ll o,8kee Koo )

r"*‘S (Al TP



A ol 25l s b Shg elsil s, » SMArt-BT o2 )63l Jlos! 51 Jol> mls avslio A oo

IR
SHgslasi | _
IBA | Recall | Accuracy S Ry il gy | (S acgoxe
ool ol
oY | oeAn AR g -
ofee | +/R) ANS \i4 Chi squared + ranker [PV
<[+Ye | +/QY AN oy Smart-BT
[oYA | /-0 7Y A -
fNE | /¥ /Ay Yy Chi squared + ranker Ng
JNY | o) 74Y \- Smart-BT
<NAY | ¢/YF LAY YA -

: Jas g
<IYEA | -/fY LAY fv Chi squared + ranker il )
SIYEY | -/fY TAY f. Smart-BT )
<IYYY | -/5¥ AR Yvo -
<¥EA | /Py Al Yy Chi squared + ranker b Sy JS
A4) 17 JAUN Yv Smart-BT

Cel S la Sig 5l colawl b golpain g, 3l colaiwl 0gi oo dalie a5 jeblan

Sae e Gl g Slanlons Gl 2l 50 el (nl ol 098 0 e S g alie @S Jpax
9 lyiome Sla Sy 3l (oS5 Qe &5 ol (pl 310 3525 &5 (6,500 AT el by (512
Bax 1) 0 atws o ooyl atws G olols Glil o g 0,0 o 50 (e Al Hemme N
lesT olaws ¢ S35 Sl 51 Ly ax 5145 Cenlonds Sl sla $5g 990 50 (g 4S5 .0uS o3
ol el ools roldl 1 T aSl ool amaib o,Slee malS Gl b 4 Lol cnl 4Bl ialS

Vo



oas bl sla Fg Cand -A-F Jgo

Ry Tl & g s
Q =100, ) viws sxdlice B Lo hp j0 a5 Q g SLlS 5l gos,0 HST_16
HST_19
(200 HST_20
(Q=100) sizwd caplice JB Lo mp j0 a5 Q gae SlodS 5l gus )0 HMG_43
(K=500) swd K gae a5 bje Mp azan SldS 5l gus )0 HMG_33
(Ol S Slmio da gly 5Nk Jlaie) oy LBy (e oo AVG_53
Ole S Olnio 4S5 Q dcgerms 5l 39390 SlelS Slaws Cond (uSiles ﬁxg_gg'
oddline B ljue Glxas adS 10 45 Q gae Sl 5l gas,0 (2Kle
) AVG_67,
A
AVG_68
(q = 100, 200)
Ol Ol adS o GlolS slass Jlae Syl STD_73
Obgee Olxas adS (5 aulS Job (Lo 3l ol STD_75
Ol Sl adS gl axan yie S 4 Anchor Text Cod Lo Byl STD_76
Slas 4dS (0 Cag,y JB e S STD_77
Obime Slorao oS g STD_95
Obme Slxao S gla3-gram i Likelihood e Lo 81l STD_96

Ol dils gaman G (salold L TruncatedPageRank truncatedpagerank_1_hp

truncatedpagerank_2_mp,
Sz 9 4w g0 galold b Lo mp asas TruncatedPageRank truncatedpagerank_3_mp,
truncatedpagerank_4_mp

) _ | L_truncatedpagerank_1_mp,
9 4w 090 « Sy salold b lije Mp axas TruncatedPageRank oo 8 | | truncatedpagerank_2_mp,

PP L_truncatedpagerank_3_mp,
" | L_truncatedpagerank_4_mp

outdegree_hp,

Oe MP 5 NP 51 (579,57 Siadgn Sl outdegree_mp

. . - L_outdegree_hp
L mp g hp » lows o, - -
OBy MP 9 NP 51 (29,5 SBMg Sldw ) L outdegree_mp

_ _ . PageRank_mp
1 oo 8 g 5L Mp axaw Pagerank i
Ol p,8d 5 Bl M g , L_PageRank_mp

(@8g5 lalS sliziulas) ools dcgamo ;o dgg0 Sl)le (1 51,85 5 5l (gquic k (slacgomms K

00ls degaze AT Ay ol il J3ls aSl )0 0uls g Slile 00 31 ST 5l ssie g slacgeme :Q
3,1 Gl G Gilxas ded (o yo |, page rank ol (p 5YL &S glaxas Mp

S () Lol (gasas Hp

Sl She a5 Ll 51 .(Ve-F Jsoz) cunl dazg s 55 o Shs ol oKiwlgs: oy

Ll o) el 5l (o2l Jlosl &5 aien wigy e sla Sy plos bl S s

VoV




O &5 Sl Gl Sibles Jgaz onl 0S5 S 0 1) alie la Shy ST cnlplo caslonds Jloel
oz Slcenl 550508 g 550 Dlxio il jshaie 4 55 590 G Shy Gl o5 axmio S
Slals™ 51 oolazwl Glie (e 5o 1S5, slagzgmp 5l eolatul (e 4 Gl o b S5y ol
3leslawl e g Sl Job «DladS slawi camas jo cvlice LB e olie (yie 4o S5

2,5 o,Lsl Anchor Text

@l lacdl jo ol Gl sla Shs el @i Vo= oo

YA A i¥4 (YY) aJs!
\ Y A YY)G500 5 e
\ Y ¥ (YA) ool &sl,)] us oS

)| NE TR VWY ..).Jj.u 5 LS"HA Lb(;).:j ).a_uu...s.’ 44.]3‘ 0ol dcgolta 4O 09.“:‘5,0 00 as )#ul&-ﬁ
2 e Il Iy e Sla Sy i wsas, Ss S b, 5l eslind

Sy oo Jols 4 (solpiinn (hg) 50 (Shg £ 90 (nl iy Coles

MLQ.A V)-F Js&.} B [38] J.s.:l; 9 [50] u‘)li‘o.ib 9 ‘514.»4 Jlise L) OMT Cowdds C.’Lu wl.e(a O
i ol a glows o oolaiul 550 sl S olaw oS o pleie o2 3l L@.;T aS glasS

el oS s a5 il

o] Cawds 7l duslie VV-F Joox

IBA | F-Measure | Recall | oussS gusvaind | | Sig olaxs

<1 <IYY# +[P¥ Naive Bayes Yy aJgl ases
/¥ </YYO - MDLClassifier \'YY [50] okews allin
JFY | <IPF - SVM vas [38] sl allie
A /) -If¥ | SVM+REGX YVO [48] ;03 allis

\RA¥



IR P E 5y o (Byro G Sig il 09 (owy g -Y-0-F
S Eeee S Sy Jold (S Aiwd dw ol ools medy 41ldS Jad 3 a5 ok Jlea
Gl D B yme dmio lgize 5l 48,5 aiy ) by Shs s HTML oS (25,5 ool Jbsle
5 il 5 (S Sl gl b sl ¥ oasd gl 1 e S ool sjluesls
5l s sl 9 Naive Bayes oo oSl 5l gosaids gly ol oolaiw! weka jl38ls 5 slaailuls’

w20,8 ooliiul 'Y Ve Blie s Ll

o 2 glads g5 Slawd ¢ e bl olass) URL 55 e 5509 VY co0ls diges o (5l

il Jsb (eflile 5 jme 58 (055255 5 015 sk s Job e pB)] Sl
olr g Drtdar (S s SBOSE 0 B> g 5 Sl g eSO i
5 Ol S Olie iyt Sl an o (Byrme sbacolasy @ e bS5 calis
slass Jolds (S59  pizmed ((Sho Y ol zlseinl ol asls S Glio S o (:Kko
@als Job caials slael slaas ials (o 0gz g0 o> sladuggl dlaxi cisls o 34250 (glralads
Sl e ey wiels GlagSs jo By JIg 5 GrieS s (S5 555 s
5yl eyl Jisle o IP L "HTTPS" L "www" & le 5l ooliiwl « g yao (sladiols 4 assls

pepose SRl TR ]y ol olass g 00938l (LS (S5s ¥R & 55

form imenu video Jayer .map .object script extern Jink dimg .dframe embed div a

i Sl 4w o applet «canvas article audio dbutton .code .command details figure

(S5 YY) 0l gl el ol aels G Sliao IS s 52k 5 lyae (508 a0

1 10-fold cross validation
V¥



IS Gl ambo G GSISTL 5 DMz DllS oo ¢ (Siwg (e G Sy )30 0

Oezead (S 59 ) Cawloads awle (1Kleo g (i ¢ yeS Sl aw 0 aely SO Olis
dlire (520l D50 Ay atels Dlxio 5 6l g ol amio sl 5 VY s (Shs V8
Slasd 3550 30 (Shs Eh b Ot (Need p (e S SRy i 0 (s TA) Cleas
Tyl (S59 OF goame ;o idw (nl )0 4zl )0 0l (Byre axio )0 Con 9)90 Dlegdse

Cewloas

oy Slrbe paseid 4 pladl adgl la Shg sl eslinal b ks 5 Shy (hals g9 S

S S5y o958l o5bice saalie &5 jsbilen o5 el VY-F Jpar S5 & 4 emle
03ST Ceload IBA jshaiian 5 (5yloly 55 wcds Ghalidl el (L3 sl Shug 4 ouds (Byme
b Shg olawi jrals a4 pladl s csslice L3 jidu 0 a5 Thy obxil isuil 4 azg b
w3l ol 1y b Sy shawi G5 @pe oolol 2 gaaas; hoolinal b ol jolate (s oS (oo
FA QA 5l S olaws als b asecs (s sy oS o0 oolaswl |, SMart-BT oo ;oS! puoss

Do o iali8l /FAF 4 1) IBA Jlode oS Wl oo Cews &

walisee LSL‘%_:}M 3l eolaiul b ools gassaads 5l Lol> zols anglas VY-F Jgux

IBA | Recall | Accuracy | lo Sig olows S Ry degea

YA IV PO VA ¢ 15 57 Iyt
oY | e | Ay ¥\ e Nigas

SRS JAY \YA A8l s H9ome Wigu
JYE | ./t AR YV BB Awd duw ,2
SNV | vY LA fA oyl Slas jbsle ks

SIYY | </fY As Yy Eo S oz e
AR ERYAR! LAY oy O ploradl e
AV Ry 4N Ald fEA b Sy e
<[Fa | < IVE YAV A SMart-BT lawgs ooy il sla 559

RN



Olrte 0SS Naive Bayes sl> 4 qus,S zlhael | L 8,5 slo Sy &5 >

DS Jad )0 AT sgias el plens p Sl @ik iy, Sl e ml, snadl
Microsoft Lo o 5 Visual C++ wogiaely by b (g, opl oS o ooliiwl 0l 8 ee
GHzY/#Y il5,8 L Intel Core2Dual oasslo s b oo #F i (59, » Visual Studio 2010

Cawloads aals Lz VW-F Jgaz ;0 sanl Caws 4 ol a5 0l (g5lwosly

ot la g, plo b awslie ;o coias gl piws Lawgs ol Caws 4 b Y=Y oo

IBA | Recall | Precision | Accuracy | gowainb g,
S N ERIATA A yAYd NaiveBayes
AN AN </\¥ AT NN

</OY I </aY 740 J48

<[OF | -5y A AR Random Tree
ISV | -IfY +/8Y JAYd Random Forest
AR AR </AQ AN SVM

/A /oY - IFY /Ay KNN

<[5 <IYY AR AN Immunos
JAY | +[8 IAY 172A oo &3l g,

as ImmUNos alez 31 o by, ;500 b duslae o (solgaion by, 9gd o0 oddlive a5 jsb Lo

88 el o3 5 6 5VL (5yslol 5 5l el egian dl @l sanail slais, 5l (S
&S a3 o0 (LS (93 4 Joux (nl jsbimes (el 19,95 5 (s Sl I ol alies
gy delol ol y5leiel slaools slad o oy )65l SIS ioviw Cgz> ol )Laxe IBA

wlosls KL VF-F Joax ol zoll g 00,5 anslas )50 allae wix L 1) golpin

\-f



Ol b osel s 4y ol aulie VF-F Jgoo

IBA | F1 | Recall | Precision | Accuracy | 539 olaxs TY)
IS ARV Y ERILY AIAY AYS FA ooleiiy s,
S YA AT YA 4 - - YVO [109] vt
- ] eiv¥ - - /Ay as [110] s
SIVY | IAY | AN - - ‘YWY [111] st
- - Nial /Y JAY V- [112] wi.
S AN - - AR 'Y [42] i
7 - - 04 [113] o
- - - - 730 £ [115] wii

Cawd Sy s 4 eSS o Sy olawd b ool &l)l Jow wed oo canlie a5 jeblan
g Wil Syre dley ol o a5 saas gl Thg Jols b She opl 5l sidu Casles S oy

2l o V0-F Jgaz 5% 4 000 8 ganail s il el (LS sla Sy 4 Ll (0938

odd (Bymo Slo S (e load Sl sla Ty Cend VO-F Jgo

SHTH 123
als yo bla slaws xSlas

aols o ols slaany g olass

il G 5o ol slass 5 Sls 5 (555

sl S5 o il 5 JBla> | 55,5 s sl

] G sleoSy o xSk 5 Jila

Hyml Gl oSy )0 oLl sladuy s (Siws &5 Sl
By e laaials 4y atols glo S g8 calid e (oo

<@> gl poloxs JSlos

<div> slacuns p olass 2Slas

<img> slbcws p slass 1 Sileo

SSCIPE> iz Sl () aS

<iframe> gloc s olass

HTML oS slocws

<link> slouz y slass

o L5l polul Sy

Qo ,0 Sl i 09z Jlizl b Slegbge olass

. l).‘ .
Qo ,d 00 5l i 3939 Jlaisl b Slegogo lams O o2 lilg>

Ao, Joz )l i 092y Jleiol b cilegsge slass

VoV



OBl jo oy laizme g e S Sy Siu jo Slegoge S dlaws conl S LLS

(F-F JS8) Cewlonds Gl | Stwgm e crytir obolp 45 Sl 3,50 YA

0.48

0.46 -

0.44

0.42 ( vy
0.4

| \
0.38 |
4

0.36
0.34
0.32
0.3 e LA m me e o o e o

2 14 26 38 45 55 65 75 85 95

Coherence Score

ole gudgo Slosi

LDA Jus (SKwg Ol » Slegoge olaws 50 Y-F S

o gox =7
S omin ol 505 B etlIS Giolejl Wiy a0 1) (soleiiny jSal, Jad dlluy cpl jo
2ol 518 oy 550 1) Hemme Wigw 5 jemme lgioe alws a0 ) Gba Fs bl Helae ul @
Naive o)l 5 ((Shs TYO) aiws 35 0 slo Sy egame 5l ooliul b IBA £ oy
Db Bre Sy LielS jehaie 4 SMArt-BT o 65 el Caws 40 +/YF 50 4 Bayes
0lS el e 8 ol B 5 Sl Un S 5l angamorny 005530 S5 Jlis 0 )
L1yl S5y coobdp G oloe 4 SMart-BT aas ildl |, o] aSb wgis andil cds
ool Slawlxe (b rals cels (ganos; cpl A8 s goies, G e slae 5l eolaul
IV @ 5 HIBA 7,5 YA 4 YVO 5l s S olaws als e o, 90 (ol 51 eolaiwl .ol oo
Oy ot Juld pe09 pads £5 Gl Cuz waxr (Shy @olad G ol 13
E59 098 «Zugy BB e o o)lil plas jgax 7y gl esliiul b oaxio s (Siwg

Soolaiwl F5 g yeme o Sei 0 olall sbanny Siwgn 75 xSl dxias o Olegoge

! Coherence Score
YA




ol yo ole Lilidl « /29 4 |, IBA # 5 a 4 link div dftame ool HTML slcwsp 55
R (gl S99 ¢S guan b.:.o.llw)o aladl> sla Jolw ¢ ool £ 9oco 31 eolaul b
EW e Nalve bayes EVRW . ooy cuudn Ao Al e Ol
‘1)IBAQIJ,,AN" Bay dl?'w)wwu|6,w4s |)|)J:e (O

Slo uslisl < JAY



VY-



ST syl g s>




doddo — V-0

@il g 550 Gl (EP 90 Jold (o 0y Dlrbo aid jslaie 4y alle, l o

GhFu 40 L85 8 axsi 090 (S Eliel 5 QU Son 90 il (R 4o ol Ll
(e 35 oo Joe Wacgazan; bl olol n 5 e g5 5l a5 SMANt-BT w601
s & oyl Bi> a5 ol lo S5g 5l degemmo ) (05,5 JeSad JLis 4 oy, ool Cawloas
Y(-:Al? S bgy 95> Loy orl Sl bass il | T aSh wgis anaib cds rals el
2,08 oS Slawle Jb g oo ooliiwl L3 al> o ol 5l al> e yo j0 a8 Lxil 5l 0,5 e )8
Sl 4 azgi 15 cpl 5l Bas ol (8yme lgime g e 05 (e (S (0losd pgd A5 o
ploeud] pagae laml diey cpl o il aily (g in g ll o, Olxao sbul slody, s 4
o 5255 533 5 i plonadl o 51 T S0 5 sy 2 & o S (SEne
oadd slp g Bgpme Wlidil sadle DLy 5l gos) plodl (s p Sln peiley (olins

Al oolaiul Sy leie 4 g9 gildae I Hlins ploxud]

e gl b ool pogdo 5l dmosls (3leiel ujei 4 ax g3 b gunaiils G jo ol o

oolil il (b gz sogias shorl ple axlr 5 ke DB slae )5S (sl

ool p ogdle da by, ;0 b anslin ;o Jas cpl 45 aas so (lid a3 5 & 00 sl gtale;l o

el 10,595 10 50 (65 0, Nes 5l yieS sla Sg olaws

! Wrapper
2 Comprehensive

Y



lbo)gb'w)o 9 @Laa -Y-0
Sl S b 4 dlo, ol slosjgliws pal

sloosls (anail jlaie 4 Ll i Sl g uail @l slaph )5Sl auslic @
Ojlseb

o ools (5518 5 i jokate 0 Ll (i Dbl g (Shg Sl @l sledg) amnlio @

Soo3 ol e s Sl (Shg Bl was by, S a5 SMart-BT 651 &l e
el (oo I (2 Fioge &

bl Gly (pgas 4 03l lrosls asgaze gl By, (nl 9,5 ojslaie o> @
B add)

Ly dxio Sy gt O (e S Sy (S @

O 93 pldl e Sla Ty Be @

e (F3o5e plrwdl (e Gla Sy (S @

e Bl g ool (B sl FHhs g 5m0y plell o @l b S owyn @
310 (6 VLSS @ j05 48" Lol jl degeze

(Eran (Sl i p (e (galail by, S &l e

S0y Sl (ais jglate 4 anail g (Thy asgeome Jold JolS Jow S &l @

Sl oV o Slas (ol Slalrs anja b iy, Ko b wld o oS

Y



ST b, —¥-a

Ol 4y Cawlod S oy gy Bres (6,50 Sl eolinl b (g )lmial plulids 3l sledls 5o

Orize D5 cwyp sy Olxbo olulid ;0 1) Ghgy ool 0 Slee g oo ST slo )5 51 (S5
IR 9 395 4 0dld degerme dnpd Dgd e Faax jg) o laluw35ie Sledy) Sl 4 azg b
STy Fp 4l @ 4z b Gezen ol ST LIS (S0 0T s 2l slasis,
ol Jolee g 0,8 6)3] oz sy 00ls acgazo oty STl S Ly aisee ouls &l
QT w b ol o a8 e plomadl adl oo dube L ‘%BT Cawd a0 ow)lb (b5 slp 1) o S5y
Gl o paemeis joliie 4 (6,500 Sla Sy 5 905 S8 oy p 2550 350 Wlgi o ad wiSlo
ol 5 el Slxis slaile, s Glgime 4 axgi 0,5 o)Ll ol 4 gt 4T (6,500 AT Log
| LT lyie olgice T 6lo)l5 5o amlodds ol e ) b 5 wind Bis yolic ol dllo,

Wy



[1]

[2]

[3]

[4]

[5]
[6]

[7]

[8]

[9]

[10]

[11]

[12]

&b

.

D. Loiz, "Advanced Web Ranking,” Caphyon, 5 June 2018. [Online].
Available: https://www.advancedwebranking.com/ctrstudy/. [Accessed 5 July
2018].

P. N. Gupta, P. Singh, P. Singh, P. K. Singh and D. Sinha, "A Novel
Architecture of Ontology based Semantic Search Engine,” International Journal
of Science and Technology, vol. 1, no. 12, pp. 650-700, 2012.

S. Das, "Instant Messaging Spam Detection In Long Term Evolution
Networks," Concordia Institute for Information Systems Engineering, Montreal,
Quebec, Canada, 2013.

B. Davison, "Recognizing nepotistic links on the web,"” in Workshop on
Artificial Intelligence for Web Search, Austin, TX, 2000.

M. Najork, Web Spam Detection, Berlin: Springer, 20009.

Gyongyi, Z. and H. Garcia-Molina, "WebSpamTaxonomy,” in First
International Workshop onAdversarial Information Retrieval on the Web
(AIRWeb), Chiba, Japan, 2005.

B. Wu and B. Davison, "Eliminating The Impact of Link Plagiarism On Web
Search Rankings,” in 2006 ACM symposium on Applied computing, Dijon,
France, 2006.

N. Eiron, K. S. McCurley, and J. A. Tomlin, "Ranking The Web Frontier," in
13th International Conference on World Wide Web, WWW'04, New York, NY,
2004.

D. Fetterly, M. Manasse, and M. Najork, "Detecting Phrase-level Duplication
on The World Wide Web," in 28th Annual International ACM SIGIR Conference
on Research and Development in Information Retrieval, SIGIR'05, Salvador,
Brazil, 2005.

R. Jennings, "Cost of Spam is Flattening — Our 2009 Predictions,” Ferris
Research, San Francisco, CA, USA, 20009.

A. A. Benczur, K. Csalogany, T. Sarlos, and M. Uher, "Spamrank: Fully
Automatic Link Spam Detection Work In Progress,” in Proceedings of the First
International Workshop on Adversarial Information Retrieval on the Web,
AIRWeb'05, Chiba, 2005.

C. Castillo, D. Donato, A. Gionis, V. Murdock, and F. Silvestri, "Know Your

\RIN



[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Neighbors: Web Spam Detection Using The Web Topology," in 30th Annual
International ACM SIGIR Conference on Research and Development in
Information Retrieval, Amsterdam, The Netherlands, 2007.

A. Ntoulas, M. Najork, M. Manasse, and D. Fetterly, "Detecting Spam Web
Pages Through Content Analysis,” in 15th International Conference on World
Wide Web, Edinburgh, Scotland, 2006.

G. Salton, A. Wong, and C. S. Yang, "A Vector Space Model for Automatic
Indexing," Communications of the ACM, vol. 18, no. 11, pp. 613-620, 1975.

S. Robertson, H. Zaragoza, and M. Taylor, "Simple BM25 Extension to
Multiple Weighted Fields," in 13th ACM International Conference on Information
and Knowledge Management, Washington, D.C., 2004.

C. Zhai, Statistical Language Models for Information Retrieval, MA, USA:
Hanover Inc, 2008.

Luca Becchetti , Carlos Castillo , Debora Donato , Stefano Leonardi , Ricardo
Baeza-Yates, "Link-Based Characterization and Detection of Web Spam,"” in 2nd
International Workshop on Adversarial Information Retrieval on the Web, Seattle,
Washington, USA, 2006.

N. Spirin and J. Han, "Survey on Web Spam Detection: Principles And
Algorithms,"” ACM SIGKDD Explorations Newsletter, vol. 13, no. 2, pp. 50-64,
2011.

M. Danandeh Oskuie and S. N. Razavi, "A Survey of Web Spam Detection
Techniques,” International Journal of Computer Applications Technology and
Research, vol. 3, no. 3, pp. 180 - 185, 2014.

L. Becchetti, C. Castillo, D. Donato, S. Leonardi and R. Baeza-Yates, "Using
Rank Propagation and Probabilistic Counting for Link-based Spam Detection,"” in
The SIGKDD Workshop on Web Mining and Web Usage Analysis, 2006.

P. Boldi, M. Santini and S. Vigna, "PageRank as a Function of the Damping
Factor,” in The 14th International Conference on World Wide Web, Chiba, Japan,
2005.

Z. Gyongyi, H. Garcia-Molina and J. Pedersen, "Combating Web Spam with
TrustRank,"” in The 13th International Conference on Very Large Databases,
Toronto, Canada, 2004.

V. Kirishnan, "Web Spam Detection with Anti-trust Rank,” in The 2nd
International Workshop on Adversarial Information Retrieval on the Web, 2006.

Lawrence Page , Sergey Brin , Rajeev Motwani , Terry Winograd, "The

PageRank Citation Ranking: Bringing Order to the Web," Stanford InfoLab,
Texas, 1999.

R4



[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

J. Kleinberg, "Authoritative Sources In a Hyperlinked Environment,” Journal
of the ACM(JACM), vol. 46, no. 5, pp. 604-632, 1999.

T. Haveliwala, "Topic-Sensitive PageRank," in 11th International Conference
on World Wide Web, 2002.

Z. Gyongyi, "Link Spam Detection Based On Mass Estimation,” in The 32th
International Conference on Very Large Data Bases, Seoul, Korea, 2006.

M. Sobek, "PRO - Google's PageRank 0 Penalty,"” eFactory, 2002. [Online].
Available: http://pr.efactory.de/e-pr0.shtml. [Accessed 2 January 2015].

D. F. a. B. Racz, "Towards Scaling Fully Personalized PageRank," in 3rd
Workshop on Algorithms and Models for the Web-Graph, Rome, Italy, 2004.

S. Gupta, A. K. Gupta, N. Tayal, "Spam Detection By Mass Estimation And
Content Analysis,” International Journal Of Advanced Research In Engineering
And Science, vol. 1, no. 1, pp. 1-9, 2014.

J. Caverlee and L. Liu, "Countering Web Spam With Credibility-Based Link
Analysis," in Twenty-Sixth Annual ACM Symposium on Principles of Distributed
Computing, Portland,Oregon, 2007.

Bharat, K. and M.R. Henzinger, "Improved Algorithms for Topic Distillation
In A Hyperlinked Environment,” in 21st Annual International ACM SIGIR
Conference on Research and Development In Information Retrieval, Melbourne,
Australia, 1998.

R. Lempel and S. Moran, "The Stochastic Approach For Link-Structure
Analysis (SALSA) And The TKC Effect," Computer Networks, vol. 33, no. 1, pp.
387- 401, 2000.

G. Roberts and J. Rosenthal, "Downweighting Tightly Knit Communities In
World Wide Web Rankings,” Advances and Applications in Statistics, vol. 3, pp.
199-216, 2003.

L. Li, Y. Shang and W. Zhang, "Improvement of HITS-Based Algorithms On
Web Documents,” in 11th International Conference On World Wide Web,
Honolulu, 2002.

D. Zhou, O. Bousquet, T. Lal and J. Weston, "Learning with Local and Global
Consistency,” in Advances in Neural Information Processing Systems 16, 2003.

Q. Gan and T. Suel, "Improving Web Spam Classification Using Link
Structure,” in International Workshop on Adversarial Information Retrieval on
the Web, Banff, Alberta, 2007.

R. C. Patil and D. R. Patil, "Web Spam Detection Using SVM Classifier," in
9th International Conference on Intelligent Systems and Control, Coimbatore,

VY



[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

India, 2015.

K. L. Goh and A. K. Singh, "Comprehensive Literature Review on Machine
Learning Structures for Web Spam Classification,” Procedia Computer Science,
vol. 70, pp. 434-441, 2015.

A. A. Torabi, K. Taghipour and S. Khadivi, "Web Spam Detection: New
Approach with Hidden Markov Models,” in Asia Information Retrieval
Technology, 2013.

L. Araujo and J. Martinez-Romo, "Web Spam Detection: New Classification
Features Based on Qualified Link Analysis and Language Models,” IEEE
Transactions on Information Forensics and Security, vol. 5, no. 3, pp. 581 - 590,
2010.

X. Y. Lu, M. S. Chen, J. L. Wu, P. C. Chang and M. H. Chen, "A Novel
Ensemble Decision Tree Based on Under-sampling and Clonal Selection for Web
Spam Detection,” Pattern Analysis and Applications, pp. 1-14, 2017.

H. Jelodari, Y. Wang, C. Yuan and X. Jiang, "A Systematic Framework to
Discover Pattern For Web Spam Classification,” in The 8th IEEE Annual
Information Technology, Electronics and Mobile Communication Conference,
Vancouver, BC, Canada, 2017.

T. Singh, M. Kumari and S. Mahajan, "Feature Oriented Fuzzy Logic Based
Web Spam Detection,” Information and Optimization Sciences, vol. 38, no. 6, pp.

999-1015, 2017.

S. Kumar, X. Gao, I. Welch and M. Mansoori, "A Machine Learning Based
Web Spam Filtering Approach,” in International Conference on Advanced
Information Networking and Applications, Crans-Montana, Switzerland, 2016.

A. Chandra, M. Suaib and R. Beg, "Web Spam Classification Using
Supervised Artificial Neural Network Algorithms,” International Journal of
Advanced Computational Intelligence, vol. 2, no. 1, pp. 21-30, 2015.

Y. Li, X. Nie and R. Huang, "Web Spam Classification Method Based on Deep
Belief Networks," Expert Systems With Applications, vol. 96, no. 1, pp. 261-270,
2018.

J. Fdez-Glez, D. Ruano-Ordas, J. R. Méndez, F. Fdez-Riverola, R. Laza and R.
Pavon, "A Dynamic Model for Integrating Simple Web Spam Classification
Techniques,” Expert Systems with Applications, vol. 42, no. 21, p. 7969-7978,
2015.

H. Li, "Web Spam Detection Based on Improved Tri-training,” in International
Conference on Progress in Informatics and Computing, Shanghai, China, 2014.

A



[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

R. M. Silva, T. A. Almeida and A. Yamakami, "Towards Web Spam Filtering
Using a Classifier Based on the Minimum Description Length Principle,” in 15th
IEEE International Conference on Machine Learning and Applications, Anaheim,
CA, USA, 2016.

J. Karimpour, A. Noroozi and A. Abadi, "The Impact of Feature Selection on
Web Spam,” Intelligent Systems and Applications, vol. 4, no. 9, pp. 61-67, 2012.

Rungsawang, A., A. Taweesiriwate, and B. Manaskasemsak, "Spam Host
Detection Using Ant Colony Optimization,” in 3rd International Conference on
Information Technology Convergence and Services, Netherlands, 2011.

Silva, R.M., A. Yamakami, and T.A. Alimeida, "An Analysis of Machine
Learning Methods for Spam Host Detection,"” in 11th International Conference on
Machine Learning and Applications (ICMLA), Campinas, Brazil, 2012.

N. V. Tuc, A. C. Tcoi, and M. Hagenbuchner, "Cost-Sensitive Cascade Graph
Neural Networks," in European Symposium on Artificial Neural Networks,
Computational Intelligence and Machine Learning, ESANN, Bruges, Belgium,
2013.

J. S. Jegadeesh, P. L. Jacob, J. J. Spencer, and C. S. DevaKumar, "Web Spam
Detection Using Fuzzy Clustering,” International Journal on Recent and
Innovation Trends in Computing and Communication, vol. 1, no. 12, pp. 928-938,
2013.

A. A. Soni, and A. Mathur, "Content Based Web Spam Detection Using Naive
Bayes With Different Feature Representation Technique,” International Journal
of Engineering Research and Applications, vol. 3, no. 5, pp. 198-205, 2013.

A. Keyhanipour, and B. Moshiri, "Designing a Web Spam Classifier Based on
Feature Fusion in the Layered Multi Population Genetic Programming
Framework," in 16th International Conference on Information Fusion (FUSION),
Istanbul, 2013.

[0A] asess cds 5 Lalidl o Shy ol 8 o) soleske & 9 Bosl B

[59]

[60]

[61]

AYAF 09,0l diadss (lopiunw 5 JlSKaw 550, il dS 07,5 0y Slxas

Y. Liu, F. Chen, W. Kong, H. Yu, M. Zhang, S. Ma and L. Ru, "ldentifying
Web Spam with the Wisdom of the Crowds,” ACM Transactions on the Web, vol.
6, no. 1, 2012.

C. Dong and B. Zhou, "Effectively Detecting Content Spam on the Web Using
Topical Diversity Measures," in IEEE/WIC/ACM International Joint Conferences
on Web Intelligence and Intelligent Agent Technology, 2012.

M. Luckner, M. Gad and P. Sobkowiak, "Stable Web Spam Detection Using
Features Based on Lexical Items,” Computers & Security, vol. 46, pp. 79-93,

114



[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

2014.

M. Mahmoudi, A. Yari and S. Khadivi, "Web Spam Detection Based on
Discriminative Content and Link Features,” in International Symposium on
Telecommunications, 2010.

S. Wei and Y. Zhu, "Cleaning Out Web Spam by Entropy-Based Cascade
Outlier Detection,” in International Conference on Database and Expert Systems
Applications, Lyon, France, 2017.

A. Alarifi and M. Alsaleh, "Web Spam: a Study of the Page Language Effect
on the Spam Detection Features,” in 11th International Conference on Machine
Learning and Applications, Boca Raton, FL, USA, 2012.

P. K. Karunakaran and S. Kolkur, "Language Model Issues in Web Spam
Detection,"” Enhanced Research in Management & Computer Applications, vol. 3,
no. 2, pp. 39-43, 2014.

K. Hunagund and S. Kumar, "Spam Web Page Detection based on Content and
Link Structure of the Site,” Advanced Research in Computer and Communication
Engineering, vol. 4, no. 8, pp. 348-351, 2015.

S. Kumar, X. Gao and I. Welch, "Novel Features for Web Spam Detection," in
28th International Conference on Tools with Artificial Intelligence, San Jose, CA,
USA, 2016.

Y. Suhara, H. Toda, S. Nishioka and S. Susaki, "Automatically Generated
Spam Detection Based on Sentence-level Topic Information,” in 22nd
International Conference on World Wide Web, Rio de Janeiro, Brazil, 2013.

J. Wan, M. Liu and J. Yi, "Detecting Spam Webpages Through Topic and
Semantics Analysis," in Global Summit on Computer & Information Technology,
Sousse, Tunisia, 2015.

M. S. I. Mamun, M. A. Rathore, A. Habibi Lashkari, N. Stakhanova and A. A.
Ghorbani, "Detecting Malicious URLs Using Lexical Analysis," in Network and
System Security, 2016.

Mohammed A. Saleh , Hesham N. El mahdy , Talal Saleh, "Improvement of
Arabic Spam Web pages Detection Using New Robust Features,” I0SR Journal of
Computer Engineering, vol. 16, no. 2, pp. 24-35, 2014.

W. Wang, G. Zeng and D. Tang, "Using Evidence Based Content Trust Model
for Spam Detection," Expert System with Applications, vol. 37, no. 8, pp. 5599-
5606, 2010.

J. Piskorski, M. Sydow, and D. Weiss, "Exploring Linguistic Features for Web

Spam Detection: A Preliminary Study,” in 4th International Workshop on
Adversarial Information Retrieval on the Web, AIRWeb'08, Beijing, China, 2008.

\Y-



[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

M. Sydow, J. Piskorski, D. Weiss, and C. Castillo, "Application of Machine
Learning in Combating Web Spam," 2007.

A. Benczur, K. Csalogany, and T. Sarlos, "Link-based Similarity Search to
Fight Web Spam,"” in Second Workshop on Adversarial Information Retrieval on
the Web, AIRWeb'06, Seattle, Washington, 2006.

B. Wu, V. Goel, and B. D. Davison, "Propagating Trust and Distrust to
Demote Web Spam," in Workshop on Models of Trust for the web, Edinburgh,
Scotland, 2006.

W. Wang and G. Zeng, "Content Trust Model for Detecting Web," in The
International Federation for Information Processing, Boston, 2007.

L. Araujo and J. Martinez-Romo, "Web Spam Identification Through
Language Model analysis,” in 5th International Workshop on Adversarial
Information Retrieval on the Web, Madrid, Spain, 2009.

A. Pavlov and B. Dobrov, "Detecting Content Spam on the Web through Text
Diversity Analysis,” in Seventh Spring Researchers Colloquium on Databases
and Information Systems, Moscow, Russia, 2011.

V. M. Prieto, M. Alvarez, R. Lépez-Garcia and F. Cacheda, "Analysis and
Detection of Web Spam by Means of Web Content,” in Multidisciplinary
Information Retrieval, Berlin, Heidelberg, 2012.

M. Al-Kabi, H. Wahsheh and 1. Alsmadi, "OLAWSDS: An Online Arabic
Web Spam Detection System," International Journal of Advanced Computer
Science and Applications, vol. 5, no. 2, pp. 105-110, 2014.

L. Zhang, Y. Zhang, Y. Zhang and X. Li, "Exploring Both Content And Link
Quality For Anti-Spamming,” in Computer and Information Technology, 2006.
CIT'06. The Sixth IEEE International Conference on, Seoul, 2006.

Tian, Y., G.M. Weiss, and Q. Ma, "A Semisupervised Approach for Web
Spam Detection Using Combinatorial Feature-Fusion,” in Graph Labelling
Workshop and Web Spam Challemge at European Conference on Machine
Learning and Principles and Practice of Knowledge Discovery, 2007.

S. Chakrabarti, M. Joshi and V. Tawde, "Enhanced Topic Distillation Using
Text, Markup Tags, and Hyperlinks,” in The 24th Annual International ACM
SIGIR Conference On Research and Development In Information Retrieval, New
Orleans, 2001.

Y. Liu, M. Zhang, S. Ma, and L. Ru, "User Behavior Oriented Web Spam
Detection,” in 17th International Conference on World Wide Web, WWW'08,
Beijing, China, 2008.

J. Ma, L. K. Saul, S. Savage and G. M. Voelker, "ldentifying Suspicious
URLs: An Application of Large-scale Online Learning,” in 26th Annual

AR



[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

International Conference on Machine Learning, Montreal, Quebec, Canada, 2009.

F. Asdaghi, A. Solimani and M. Zahedi, "A Novel Set of Contextual Features
for Web Spam Detection,” International Journal of Nonlinear Analysis And
Application, vol. 11, no. 1, pp. 321-339, 2020.

M. A. K. Halliday and R. Hasan, Cohesion in English, London: Longman,
1976.

S. Hoenisch, "Coherence and Cohesion in Text Linguistics,” [Online].
Available: https://criticism.com/da/coherence.php. [Accessed 14 7 2019].

D. Blei, A. Ng and M. Jordan, "Latent Dirichlet Allocation,” Machine
Learning Research, vol. 3, pp. 993-1022, 2003.

B. V. Barde and A. M. Bainwad, "An Overview of Topic Modeling Methods
and tools,” in International Conference on Intelligent Computing and Control
Systems, Madurai, India, 2017.

G. Chandrashekar and F. Sahin, "A Survey On Feature Selection Methods,"
Computers & Electrical Engineering, vol. 40, no. 1, pp. 16-28, 2014.

M. Gitlein, E. Frank, M. A. Hall and A. Karwath, "Large-Scale Attribute
Selection Using Wrappers,” in The IEEE Symposium on Computational
Intelligence and Data Mining, 2009.

. F. G. Lopez, . M. G. Torres, . B. M. Batista, J. M. Pérez and M. Moreno-vega,
"Solving Feature Subset Selection Problem by a Parallel Scatter Search,"
European Journal of Operational Research, vol. 169, no. 2, pp. 477-489, 2006.

A. Moraglio, C. Di Chio and R. Poli, "Geometric Particle Swarm
Optimisation," in European Conference on Genetic Programming, 2007.

M. Deriche, "Feature Selection using Ant Colony Optimization,” in 6th
International Multi-Conference on Systems, Signals and Devices, Djerba, Tunisia,
2009.

A. S. S. Rani and R. R. Rajalaxmi, "Unsupervised Feature Selection Using
Binary Bat Algorithm,” in 2nd International Conference on Electronics and
Communication Systems, Coimbatore, India, 2015.

M. Schiezaro and H. Pedrini, "Data Feature Selection Based on Artificial Bee
Colony Algorithm,” Image and Video Processing, no. 1, p. 47, 2013.

L. C. Molina, L. Belanche and A. Nebot, "Feature Selection Algorithms: A
Survey and Experimental Evaluation,” in International Conference on Data
Mining, 2002.

J. Novakovic, "The Impact of Feature Selection on the Accuracy of Bayes

\YY



Classifier," in 18th Telecommunications Forum, 2010.

[101] G.-A. Madara, P. Inese and A. Ludmila, "The Impact of Feature Selection on
the Information Held in Bioinformatics Data,” Information Technology and
Management Science, vol. 18, no. 1, pp. 115-121, 2015.

[102] V. Garcia, R. A. Mollineda and J. S. S&nchez, "Index of Balanced Accuracy: A
Performance Measure for Skewed Class Distributions,” in 4th Iberian Conference
on Pattern Recognition and Image Analysis, Portugal, 2009.

[103] P. Domingos and M. Pazzani, "On the Optimality of the Simple Bayesian
Classifier under Zero-One Loss," Machine Learning, vol. 29, no. 2-3, pp. 103-
130, 1997.

[104] F. Asdaghi and A. Soleimani, "An Effective Feature Selection Method for Web
Spam Detection,” Knowledge-Based Systems, vol. 166, pp. 198-206, 2019.

[105] "Web Spam Collection,” Laboratory of Web Algorithmics, University of
Milan, [Online]. Available: http://chato.cl/webspam/datasets/.

[106] D. Wang, D. Irani and C. Pu, "Evolutionary Study of Web Spam: Webb Spam
Corpus 2011 Versus Webb Spam Corpus 2006," in 8th International Conference
on Collaborative Computing: Networking, Applications and Worksharing,
Pittsburgh, Pennsylvania, United States, 2012.

[107] V. Garcia, R. A. Mollineda and J. S. Sanchez, "Theoretical Analysis of a
Performance Measure for Imbalanced Data," in International Conference on
Pattern Recognition, Istanbul, Turkey, 2010.

[108] M. Hall, E. Frank, G. Holmes, B. Pfahringer, P. Reutemann and 1. H. Witten,
"The WEKA Data Mining Software: An Update,” ACM SIGKDD Explorations
Newsletter, vol. 11, no. 1, pp. 10-18, 2009.

[109] J. Fdez-Glez, D. Ruano-Ordés, R. Laza, J. R. Méndez, R. Pavon and F. Fdez-
Riverola, "WSF2: A Novel Framework for Filtering Web Spam," Scientific
Programming, vol. 2016, pp. 1-18, 2016.

[110] M. Danandeh Oskouei and S. N. Razavi, "An Ensemble Feature Select Method
to Detect Web Spam,” Information Technology and Multimedia, vol. 7, no. 2, pp.
99-113, 2018.

[111] Y. Li, X. Nie and R. Huang, "Web Spam Classification Method Based on Deep
Belief Networks," Expert Systems With Applications, vol. 96, no. 1, pp. 261-270,
2018.

[112] M. Shipra and J. Akanksha, "Feature Selection-Model-Based Content Analysis
for Combating Web Spam,” Computer Science & Information Technology, 2016.

[113] A. Makkar, M. Obaidat and N. Kumar, "FS2RNN: Feature Selection Scheme
for Web Spam Detection Using Recurrent Neural Networks,” in IEEE Global

\YY



Communications Conference (GLOBECOM), 2018.

[114] M. Luckner, "Practical Web Spam Lifelong Machine Learning System With

Automatic Adjustment to Current Lifecycle Phase," Security and Communication
Networks, 2019.

[115] A. Makkar and N. Kumar, "An Efficient Deep Learning-Based Scheme for

Web Spam Detection In loT Environment,” Future Generation Computer
Systems, 2020.

\YY



Abstract

Identifying Web Spam is one of the major challenges for search engines, and various
methods have been proposed to identify them. Some of these methods focus on
extracting the appropriate features from the webs and others emphasize on providing the
appropriate classifier to increase accuracy. Apart from discussing the content,
communication and validity of the pages, another group has considered the web graph

as the basis of their diagnostic methods.

One of the most important challenges in this area is the constant change and updating
of ranking algorithm deception techniques. For this reason, the use of features that are
less counterfeit, plays an important role in increasing the detection rate and leverage.
Also, due to the fact that new weeds are created every day, designing a ranking
algorithm that can be trained and improved according to this data will increase the

efficiency of the ranking algorithm.

For this purpose, in this dissertation, we intend to present a model including feature
extractor and classifier in order to identify Web Spam pages. In this model, in addition
to using some common features, some features have been extracted from some sources
such as page address, html code and lexical and conceptual content of the page. Then, in
order to increase the speed and reduce the size of the data, a feature selection algorithm
called Smart-BT was developed. Finally, using the concept of detectors and memory

cells in the artificial Safety system, a method for detecting webs is presented.

In designing this model, only the source code of web pages is used and the
multimedia content that is in them (photos, videos, etc.) is not considered. The results of
using this model in detecting spam web pages related to the WEBSPAM-UK data set,
which is the most famous data set in this field, show an improvement in the balanced

accuracy to the extent of 16% and reduction of the number of features to 65%.

Key word: Search Engine, Web Spam, Link-Based Feature, Content-Based Feature,

Feature Selection, Text Coherence, Topic Modeling, Artificial Immune System.
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