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! Internet service provider (1SP)

2 Quality of service (QoS)

3 Anomaly treats

4 Payload-hased Inspection

5 Internet Assigned Numbers Authority (IANA)
® Autonomous system (AS)

7 Peer-to-peer
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! Deep Packet Inspection (DPI)
2 Intrusion Detection Systems (IDS)
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UIncremental learning
2 Ensemble learning
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I Centralized botnet
2 Decentralized botnet
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2 Peer to peer botnet
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! Life cycle
2 Correlation analysis
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! Signature based detection
2 Anomaly based detection
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! Protocol Anomaly detection
2 Network Based IDS

3 Unconditional mode

4 Host Based I1DS

5 Log file

¢ Cisco Security Agent
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! File Integrity Checker system

2 Hash

3 System Integrity Verifier (SIV)
* Log File Monitoring system

5 Log events
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! Self-training

2 Co-training

3 Transudative Support Vector Machines (TSVMs)
4 Expectation maximization (EM)

5 Generative mixture models

¢ Graph-based methods
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I Maximum Likelihood
2 Discriminative
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Input : S,R, U, Slide_window, Max_iteration_num

Output: updated M with set D

/I Initial_traning phase

1: Init_TrainingSet « S

2:M < Training on Init_TrainingSet by Ensemble learning
3:unlabeled_instances_r < R

/I Semi-supervised active learning phase

4:set i and Max_iteration_num of semi — supervised active learning //i =0
5: num_window < unlabeled_instances_r / Slide_window
6: For each jwindow of num_window

7:If(i == Max_iteration_num)

8: break form for//j

9:end If

10: For each k instances in Slide_window

11: instance < ((j * Slide_window) + k)

12: score « calculate informative of instance by Q = argmax Hg (Y |instance)
instance

= argmax — Z Pg(y,| instance) log Py (y, | instance)
a

instance

13: If(score <T)

14: wunlabeled_instances <« U
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15: and select o instances of unlabeled_instances with the highest informative
<T

16: end if
17: Elseif(score >T)
18: unlabeled_instances « U

19: and select c instances of unlabeled_instances with the highest informative
>T

20: endesleif
21:Defined lables of o, c form unlabeled_instances by 0 and C like as step 22 and 23
22: Predicted label_active_learning < Human// 0

23: Predicted label_Semi supervised < argmax ). 1{classify(G,c) = e} /lc
e

24:D < Predicted label_active_learning + Predicted label_Semi supervised
25:If number of D == BatchSize

26:i+ +

27: Break form For

28: end if

29:  end Forllk

/I Incremental learning and update phase

30: Update M with D

31:end For Il j
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! Loss function

2 Stochastic gradient descent (SGD)
3 Second order stochastic gradient

4 Averaged stochastic gradient

3 Instantaneous estimator
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Abstract

Nowadays, the necessity of using the Internet and it becoming an important part
of people’s lives is unavoidable. On the other hand, in line with the dramatic growth
of computer networks and infrastructures, as well as the development of complex
and dynamic malware that is constantly updating itself, maintaining security and
monitoring network traffic is one of the most important requirements of cyber
space. In general, malware can take actions such as theft of information, spamming
or the creation of a network of bots. Therefore, creating a method that can
effectively detect and prevent their penetration will always be needed. In recent
years, botnets have been identified as one of the most dangerous malware known
on the Internet, which can destroy healthy computers and turn them into bots for
the transmission of viruses, spam, and so on. So far, various methods have been
developed to identify botnets. In this regard, network traffic classification is
considered one of the most well-known security solutions by means of learning
approaches, considering their performance and their developmental capability.
However, the detection of botnets by using learning methods has several
challenges, including the lack of labeled data and the detection of a new botnet. In
order to mitigate these problems, an active learning method can be used which is
less considered in the field of botnet detection.

In this research, a semi-supervised active learning-based approach is proposed
using ensemble classifier based on logistic regression, linear support vector
machine and naive Bayes for detecting botnets is presented. The training is done
In an interactive manner and the system constantly updates the model of classifiers
based on the requested labels of selected samples. In the experiments, we use a
data set containing different types of botnets and extract five different feature sets.
The results show the model's efficiency in detecting unseen botnets and the

classification accuracy of 89.85.

Keywords: Semi-supervised active learning, Malware, Botnet, Network traffic
classification, Ensemble classification, Information security
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