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« M. Gandomi and H. Hassanpour, “Behavioral Analysis of Traffic Flow for an Effec-
tive Network Traffic Identification”. International Journal of Engineering-Transactions
B: Applications, vol.30, no.11, p.1740, 2017.

« M. Gandomi and H. Hassanpour, “Network Traffic Identification in Network Layer Us-
ing Behavioral Analysis of Traffic Flow”. The CSI Journal On Computer Science And
Engineering. (Submitted on May 2018).
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ABA . Application Behavior Analysis
ACK Acknowledgement
AP .o Application Programming Interface
ARPA ... Advanced Research Projects Agency
ARPANET ...... ... ... .. Advanced Research Projects Agency Network
ARQ . . e Automatic Repeat Request
ATM . Asynchronous Transfer Mode
B

BGP ... o Border Gateway Protocol
C

CDF .. Cumulative Distribution Function
D

DO . e e Denial Of Service
DPI .. Deep Packet Inspection
F

S File Transfer Protocol



IANA .. Internet Assigned Numbers Authority
ICA .. Independent Component Analysis
) Identification
1 Independent identically distributed
IR Internet Protocol
ISP . e Internet Service Provider
N

NAT .o e Network Address Translation
P

PY P . e Peer-to-Peer
PCA .. Principal Component Analysis

QOE .. Quality of experience
QO e e Quality of Service
R

ROC .. Receiver Operating Characteristics
S

SPI . e e Stochastic Packet Inspection
SO e Secure Sockets Layer
T

TCP . Transmission Control Protocol
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Internet Protocol Version 4, Src: 245.234.7.169, Dst: 181.66.245.216
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes
Differentiated Services Field: 0x00 (DSCP: CSO@, ECN: Not-ECT)
Total Length: 64
Identification: OxOffO (4080)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 63
Protocol: TCP (6)
Header checksum: 0x8319 [validation disabled]
Source: 245.234.7.169
Destination: 181.66.245.216
[Source GeoIP: AS9394 China TieTong Telecommunications Corporation]
[Destination GeoIP: Peru, AS6147 Telefonica del Peru S.A.A., -12.043300, -77.028297]
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Transmission Control Protocol, Src Port: 60824 (60824), Dst Port: 80 (80), Seq: 0, Len: 0
Source Port: 60824
Destination Port: 80
[Stream index: 0]
[TCP Segment Len: 0]
Sequence number: 0 (relative sequence number)
Acknowledgment number: 0
Header Length: 44 bytes
Flags: 0x002 (SYN)
000. .... .... Reserved: Not set
.. Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
Reset: Not set
Syn: Set
Fin: Not set
[TCP Flags H **********S*]
Window size value: 65535
[Calculated window size: 65535]
Checksum: Oxlea4 [validation disabled]
Urgent pointer: 0
Options: (24 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP),
No-Operation (NOP), Timestamps, SACK permitted, End of Option List (EOL)
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UNIBS dataset
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Inter-Arrival Time Frequency Packet Size Frequency

1 1200
09
0.8 1000
0.7 800
0.6
05 600
0.4
03 400
g-i I I 200
0 — - 0
Firefox Chrome IE Skype Telegram IDM Firefox Chrome Skype Telegram IDM
Web p2P Web p2p
Flow Duration Frequency Packet Rate Frequency
300 160
250 140
120
200 100
150 80
100 60
I 40
50 I I
20
0 | . 0 . |
Firefox Chrome IE Skype Telegram IDM Firefox Chrome Skype Telegram IDM
Web P2p Web pP2P

Client-Server g P2P 55,5 4ol 09,5 90 (gl o zl e G)LJ g;fﬁ Sz Slolyd jloges (V¥ ISl

S Cewl ol ools (Lid puized g abl oo 00ls olSGL 90y (69,0,5 sladel 4 s Sl
oz Lo (S 5l o)l cpgm o dtn )3 WBlge (cany )3 (> 9 p90 9 ol (gl a0
JLM:)| u-*-’L“ ul‘“) O k;)"9 dgod ulg...cd..’)_ﬂ Mbgo.a)‘d.u 6‘)“3( o C‘)M‘ LgL(b 65;9
sl a9 2395 Jlo)l 93 9 Jol (gl atn oS’ Sloj U (Shag el e e a3 0 1) b sty 2850
)l g lade 59i0 8L, Gl s jo S
o= p...d)f).'a.n)d ‘)J.O.w)‘dﬁ.o LAJ)IAJJJ.O.A c\sks’l.é (;J"BLS"L‘” Lg‘ﬁLaOMﬁL?U‘ Lg)l.ww)d
oS s by 4 by o (slo ary lo (S polie pgo 5 ol (sl aty jo0 o5 ol (aibs
Oygo LQ.:T Sledb| U')"'A aS ol 6’.....'0 cd..».ul.a R 99 9 J9| LsL(b Al yo Lsdﬁ)lsc\.obﬁ g_i.’
5 Bowo L g 03105l 0,90 40 ol il Jg ol ol b oS (60,518 doliyy 5l gl acgazma b g0l 4]
ML:GAW)Q UT)JQLQAB °°9"WJ9‘ M)l La»w o)Lb‘ ASJ.Jd U"‘ EY Y
iy Oyg0 Al v aSl S35 gl sl asuy jo bilie QLc)Lblgs,;J;;ﬂQlﬁ,o LPFaS )
o a0 a5 Jla Sy ol blite Sledbl e Vs ool olos jo [AF ¥ (Y] ce 5 18

AY



Chrome I I I I I
0.9 Firefox 4
IE
0.8 Skype X
Telegram
0.7 IDM R
w w R ——
[a) [a) L ]
o o 0.6
S Sosf 1
£ £
= €04t J
w o. w
Chrome 031 r‘ 1
Firefox
0.95 E 0.2 4
Skype
Telegram 0ir 1
0.94 IDM
L L L L L L o L L L L L L L
0 2 4 6 8 10 12 14 16 18 0 200 400 600 800 1000 1200 1400 1600
Inter-Arrival Time Packet Size
1 T T T T T T T 1 r_‘,_-'—""_:l_’- 7 T
09t ,_,_f E /
0.98 |7
0.8 1
07 ] 0.96
a a
) 0.6 1 O
S 05 J S 0.94 |-
= =
o o
£ 04 1 IS
w w 0.92 -
0.3 Chrome Chrome
Firefox Firefox
0.2 IE 09 E
Skype Skype
0.1 Telegram Telegram
IDM 0.88 |- IDM
0 L L L L L L L L
0 100 200 300 400 500 600 700 800 0 200 400 600 800 1000 1200
Flow Duration Packet Rate

Client-Server gP2P 65 515 aali 5 09,5 53 (gl oo gzl 5wiwl (g Lol (S ,lez (cxemd aujgi Hloges Y. ¥ IS

AY



Mutual Information
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Overall Accuracy on Collected Dataset (With
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6058 aoliy Accuracy | TP Rate | FP Rate | Precision | Recall | F-Measure | ROC Area
Chrome 0.958 0.772 0.750 0.796 0.032 0.750 74.96%
Firefox 0.972 0.798 0.765 0.835 0.025 0.765 76.5%

Internet Explorer 0.997 0.936 0.946 0.926 0.013 0.946 94.63%
Skype 0.983 0.906 0.899 0.912 0.014 0.899 89.93%
Telegram 1.00 0.972 0.994 0.952 0.008 0.994 99.39%
IDM 0.999 0.952 0.983 0.923 0.014 0.994 98.29%
Twitter 0.999 0.989 1.000 0.978 0.004 1.000 100%
Average 0.986 0.903 0.886 0.907 0.015 0.906 90.53%
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Abstract

There are huge petitions of network traffic coming from various applications in internet. In
dealing with this volume of network traffic, network management plays a crucial rule. Traf-
fic classification is a basic technique which is used by internet service providers to manage
network resources and guarantee internet security. In addition, growing bandwidth usage,
at one hand, and limited physical capacity of communication lines, at the other hand, lead
providers to improve utilization quality of network resources. In fact, classification or identi-
fication of network is a critical task in network processing for traffic management, anomaly
detection and also to improve network quality-of-service (QoS).

Port and payload based methods are two classical techniques which are applicable under tra-
ditional network conditions. However, many internet applications use dynamic port numbers
for communications, which leads to difficulties in identifying traffic using port numbers. Also
many applications encrypt the data before transmitting to avoid detection. Therefore, pay-
loadbased techniques become ineffective for these traffics. In recent years, statistical feature-
based traffic flow identification methods (STFIM) have attracted the attention of many re-
searchers. The most important part of a STFIM is selection of efficient statistical features.
Preliminary analysis shows that the changes of behaviors in different versions of an applica-
tion and problem of packet loss in data transmission are the major challenges in employing
STFIM for network traffic identification.

This affects the statistical characteristics of packets, such as the time interval between send-
ing successive application packets, and in some cases significantly reduces the accuracy of
traffic identification. The main objective of this paper is to examine the effects of packet
loss on statistical features, and therefore the accuracy of identifying applications, as well as
extracting appropriate features to overcome these effects. For this purpose, the behavior of
four statistical features, including the packet size, the time interval between send and receive
packets, the duration of the flows and the rate of sending packets, are investigated and by
extracting the characteristics of their distribution, network traffic is identified. For this rea-
son, a traffic database of seven applications with different packet loss rates has been analyzed
and the accuracy of the identification of applications by the neural network has been ana-
lyzed. The results show that the extracted features are robust against the loss of packets and
that it closely approaches the detection of network traffic in different modes of loss events
depending on the ideal state (no loss of packet loss in the network).

Keywords: Network Traffic, Network traffic Identification, Machine Learning, Packet Loss,
Behavioral Analysis, Data Mining
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